
© 2017 - ntop.org

Leverage Innovation: ntopng

Luca Deri <deri@ntop.org>
 @lucaderi

http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/


© 2017 - ntop.org

20 Years of ntop: 09/97-09/17
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ntop: Our Tools

• Open Source (https://github.com/ntop)
◦ntopng: Web-based monitoring application
◦PF_RING: Accelerated RX/TX on Linux
◦nDPI: Deep Packet Inspection Toolkit
◦OZBC: Compressed Bitmap Index

• Proprietary
◦PF_RING ZC: 1/10/40/100 Gbit Line rate.
◦nProbe: 10G NetFlow/IPFIX Probe
◦nProbe Cento: flows+packets+security
◦n2disk/disk2n Network-to-disk and disk-to-network.
◦nScrub: Software DDoS Mitigation
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What Happens in Our Network?

• Do we have control over our network?
• It’s not possible to imagine a healthy network 
without a clear understanding of traffic flowing 
on our network.

• Knowledge is the first step towards evaluation of 
potential network security issues.

• Event correlation can provide us timely 
information about our network health.
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Visibility

• What flows are “more relevant” than others?
• Can we use flows for more than just host/
protocol/application traffic accounting ?

• How can a network administrator look for a 
needle in a haystack  when the monitoring 
platform is emitting tenth of thousand flows/
second?
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Welcome to ntopng
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ntopng Design Principles

• Open
◦The ntopng engine is open-source, but even more 
important, monitored data is open and it can be exported 
to external apps: no proprietary stuff.

• Self-contained
◦No cloud or off-site data sharing for achieving our 
monitoring goal: not just for GDPR compliancy but 
because data is ours.

• Pervasive
◦You can monitor a distributed network 
as you can deploy it in complex topologies
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• Embedded alerting system pluggable 
with nagios and messaging systems.

• Use it as Grafana datasource
• Ready for 
• nDPI: passive mode = monitoring, inline = IPS
• Support for NetFlow/sFlow/SNMP.
• Passive/Active Network Device Discovery.
• Traffic Behaviour Analysis.

Yes You Can
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ntopng Editions: Matrix
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Community
• Realtime traffic and L7 
applications visibility

• Historical charts for 
hosts, networks, ASes, 
VLANs, host pools

• Historical top talkers 
(sources and 
destinations)

• Threshold- and 
anomaly-based alerts

• Geolocation
• Network discovery and 
devices inventory

Enterprise
everything in Professional plus

• Alerts dashboard
• SNMP v1/v2c with 
historical charts

• Netflow/sFlow devices 
ports monitoring (via 
nProbe)

• Captive portal, safe 
search and parental 
control

• Algorithms for faster 
(5x+) historical flows 
export and exploration

Professional
everything in Community plus

• Extended realtime 
visibility with dashboards

• Advanced network 
activity reports 
generation

• Rich historical flows 
drill-down and export 
(requires MySQL)

• SNMP v1/v2c
• Custom BPF-based 
traffic profiles

• Traffic bridging and 
policing
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What Can ntopng Do For Me?
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Collect and Interpret Flows
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Layer 4 Protocol

Layer 7 Protocol

Good or Bad?
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Know What’s Wrong [2/2]
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Open Issues Past Issues

Flow Issues

What

Who

When

How Long
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Know What’s Wrong [2/2]
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Overview Top Origins / Targets Longest Issues to Fix
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…Even When Things Look Normal
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Invalid Configuration or Threat ? Service Down or Scan?
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Active Network Discovery
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Passive Network Discovery
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SSDP / MDNS / ARP
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Passive OS/Device Fingerprinting
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Security in Three Phases

• Learning
◦ Identify network elements (discovery), assign them a role (e.g. a 
printer).

• Profiling
◦Bind a device to a profile (e.g. a printer cannot Skype or share 
files using BitTorrent) and enforce it via alarms or traffic policy 
enforcement.

• Continuous Monitoring
◦Physical constraints (e.g. MAC/IP binding and switch port 
location), traffic constraints (e.g. a new protocol serviced by a 
device or throughput above/under its historical baseline can be 
an indication of a problem).
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ntopng: Edge Traffic Policer
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Firewall

Devices / Users

Drop / Shaping Alerting

Monitoring

Yes, IoT Goes Here
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Some Facts: What is About

• Designed to complement (not replace) firewalls and 
security devices by:
◦Enforcing per user/device traffic policies and assigning devices 
to users.
◦Layer 7 traffic policy (drop + shaping) based on device type, 
user, and time of the day.
◦Periodic asset discovery to detect new devices connected to 
the LAN and enforcing their traffic.
◦Multicast/broadcast monitoring to fingerprint devices and 
discover network overlays created by users.
◦Prevent access to malware, inappropriate (for minors) and 
unsafe Internet contents.
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Final Remarks

• Modern devices create new monitoring challenges and 
require an integrated monitoring approach: element + 
periodic active scans + permanent passive traffic 
monitoring.

• Monitoring hundred/thousand devices require scalability 
and intelligence in the monitoring platform (analytics and 
big data is not enough, platform must be reactive, 
distributed, multi-tenant).

• Bytes+Packet-based monitoring must be complemented 
with specialised metrics, DPI, realtime monitoring, 
flexible (on-the-go) alerting.
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