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Security is challenging

Response Prevention

lterative

Retrospection Detection

Prevention falls short



Security is challenging

Response ’ ’ Prevention

‘t Iterative ‘

Detection is crucial
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What Are Beats?

Lightweight data shippers for *nix systems, macOS and Windows

Winlogbeat
Windows events

AD activity
Remote desktop
Windows FW
Sysmon integ
inc MSSQL...

Auditbeat

Unix audit daemon
File integrity
Processes & users
Monitor anything!

Packetbeat
Traffic (1/0)
Processes

TLS

HTTP payloads
DNS

o

Metricbeat
Metrics
Processes

State of services
PaaS modules

Heartbeat Filebeat
TCP/UDP File shipper
ICMP Osquery integ
HTTP

Expired TLS



Normalization and Enrichment

Using Logstash

@ Beats

RE e
B W

e-S-©

@ Logstash

]J]J Centralized
I

i) Configuration Management

v

RDBMS @

v

Network / Security Data
Syslog Servers
Infra / App Data

lIoT / Sensors

v

TCP

ubP

HTTP

Filters

Extract Fields
Geo Enrich
Lookup Enrich
DNS Lookups
Pattern Matching

ArcSight Codec

Outputs

Elasticsearch

Kafka

RabbitMQ
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Persistent Disk Based
Queues
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Modules
Data to dashboards in 5 minutes

Turnkey for many formats
Automated data parsing
Out of the box dashboards
Preconfigured ML jobs
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Home

Add Data to Kibana

Logging Metrics

Aerospike
metrics

Fetch internal
metrics from the
Aerospike server.

Ceph metrics
Fetch internal
metrics from the
Ceph server.

Elasticsearch
logs

Collect and parse
logs created by
Elasticsearch.

HAProxy
metrics

Fetch internal
metrics from the
HAProxy server.

Kibana metrics
Fetch internal
metrics from

Security analytics Sample data

#  Apache logs
Collect and parse
access and error
logs created by
the Apache HTTP
server.

Q Couchbase

metrics
Fetch internal
metrics from
Couchbase.

m»  Elasticsearch
- )
metrics
Fetch internal
metrics from
Elasticsearch.
IS logs

Collect and parse access
and error logs created by
the |IS HTTP server.

Kubernetes

metrics
Fetch metrics

Apache metrics
Fetch internal
metrics from the
Apache 2 HTTP
server.

Docker metrics
Fetch metrics
about your
Docker
containers.

Etcd metrics
Fetch internal
metrics from the
Etcd server.

Kafka logs
Collect and parse
logs created by
Kafka.

Logstash logs
Collect and parse
debug and slow

APM

Collect in-depth
performance
metrics and errors
from inside your
applications.

Dropwizard
metrics

Fetch internal
metrics from
Dropwizard Java
application.

Golang metrics
Fetch internal
metrics from a
Golang app.

Kafka metrics
Fetch internal
metrics from the
Kafka server.

Logstash

metrics
Fetch interal



Data Sources

PCAP,
Network Bro, Real time, Packet-based Packetbeats, Logstash (netflow
module)
NetFlow
Application Logs Real-time, Event-based Filebeats, Logstash, Sysmon
Cloud Logs, API Real-time, Event-based Beats, Logstash
System
State, . Auditbeats, Filebeats (Osquery
Host Signature Real-time, Asynchronous module), Winlogbeats, Wazuh (HIPS)
Alert




Security Analytics Enterprise Architecture
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apm-high-load-opbeans

Send an alert when a specific condition is met. This will run every 10 seconds.

Alerting
Alert on anything you can query

Name

apm-high-load-opbeans

Indices to query

Powered by Elasticsearch
Alert on any Elasticsearch query
Distributed execution

Highly available

apm-*-transaction-*

Use * to broaden your search query

Matching the following condition
Notifications

Email, Slack, PagerDuty.
Custom (webhook)

WHEN count() GROUPED OVER top 10 ‘context.service.name' |S ABOVE 20 FOR THE LAST 70

context.service.name (1 of 4): opbeans-node

Stack Integrations
Machine learning, Monitoring, and
Reporting
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Machine Learning
Detect the unusual in your data

Automated Anomaly Detection
Unsupervised algorithms
Continuous (online) model

Single & multiple time series
Population outliers

Forecasting

Many Use Cases
IT Operations
Security Analytics
Business KPIs
APM

APM / elastic-ecommerce-demo / Transactions APM

elastic-ecommerce-demo

Q ISearch transactions and errors... (E.g. transaction.duration.us

Request Errors

Response times

10,000 ms

5,000 ms

s ey MRNaorEo PY

0ms
12PM

Requests per minute
@® 00rpm @ HTTP2x
22rpm

Request

Enable anomaly detection
on response times

BETA

This integration will start a new Machine Learning
job that is predefined to calculate anomaly scores
on response times on APM transactions. Once
enabled, the response time graph will show the
expected bounds from the Machine Learning job
and annotate the graph once the anomaly score is
>=75.

Jobs can be created per transaction type and based
on the average response time. Once a job is
created, you can manage it and see more details in
the Machine Learning jobs management page. It
might take some time for the job to calculate the
results. Please refresh the graph a few minutes
after creating the job.

Create new job



Graph

Find meaningful connections

Same data. New views.
Uses Elasticsearch relevance features
Includes an API & Ul

Use Cases
Recommendations
Fraud discovery
Threat hunting
Behavior analysis

New Graph Workspace New Save Open Delete  Settings
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Observability

Logging, Metrics and APM



You have this ...




.. and when this happens...
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Dashboard / Elastic{ON} 2018 - Infrastructure Analysis

*

Add a filter 4

Elastic{ON} 2018 - Site Response Times [APM]

Elastic{ON} 2018 - Unusual Processes [Auditbeat]

per 30 minutes

Elastic{ON) 2018 - Traffic Between Hosts [Packetbeat]

© @ udeva...

{

Elastic{ON} 2018 - Unusual Processes by Time [Auditbeat]

Elastic{ON} 2018 - Process Executions [Auditbeat]

Time . beat.hostname
» January 22nd 2018, 02:59:57.628 web_server

» January 22nd 2018, 02:59:57.628 proxy_01

» January 22nd 2018, 02:59:57.628 mysql

» January 22nd 2018, 02:59:57.628 kibana

» January 22nd 2018, 02:59:57.628 proxy_01

» January 22nd 2018, 02:59:57.628 apm_server
» January 22nd 2018, 02:59:57.628 proxy_02

» January 22nd 2018, 02:59:57.620 proxy_02

@ date

@ sed

®grep
sleep

Dot ont

Sumestams per hour

audit.kernel.action
executed
executed
executed
executed
executed
executed
executed

executed

audit.kernel.category
audit-rule
audit-rule
audit-rule
audit-rule
audit-rule
audit-rule
audit-rule

audit-rule

© @ udeva...

© date

® sed
grep
sleep

® curl
ia

@ awk

® expr

® cut

1-50 09,935,707 ¢ »
audit.kernel.how

/usr/bin/docker-runc
/Jusr/bin/docker-runc
/Jusr/bin/docker-runc
/Jusr/bin/docker-runc
/Jusr/bin/docker-runc
/Jusr/bin/docker-runc
/Jusr/bin/docker-runc

/Jusr/bin/docker-runc

Full screen Share Clone Edit Reporting C'Auto-refresh € @ January 19th 2018, 16:00:00.000 to January 22nd 2018, 02:59:59.000 >
Uses lucene query syntax al

Elastic{ON) 2018 - Memory Usage per Host [Metricbeat]

per 30 minutes

> @¢1:39.53%
@ we24.07%
@®:2p119.39%
@®my23.59%
per 30 minutes ) o Y @pro0.07%

Elastic{ON} 2018 - Data Throughput [Packetbeat]

©

Sum of

Elastic{ON) 2018 - Total Disk 10 on Hosts [Metricbeat]

@ elastics...
@® mysql

=

umestams oer 3 minutes

Elastic{ON} 2018 - MySQL Slow queries over time [Filebeat] e
© @ SELECT

@ COMMIT
IIIIII I I II IIII IIII -
EunEnnil Illlll ] lll n I

(] Sumestams s hour

siow aperes

%* elastic



Where APM fits in the Elastic Stack

@ Beats
Logs
Metrics >
Ol ®

\ 4

\ 4

............... —_—
: g E : Logstash
NN s = Elasticsearch Kibana
: Datastore JMX -
.............. .
@ — @
APM Agents APM Server

q .
% e elastic



Track key
application

metrics

Response time for requests
Unhandled errors & exceptions
Visualize call hierarchy (waterfall chart)
Identify code bottlenecks

Drill down to the code level

25



Distributed

m— S Tracing
Instrumented Services,
- — See how services
—_— interact
E " See External calls with

seLecT

details




Mix APM with
other data &

features

APM data is just another
Elasticsearch index

Customize dashboards with other
visuals to show what YOU want

Mix with other Elastic Stack features,
such as machine learning, alerting...

Built-in integration with ML & Alerting

27
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Supported Languages & Frameworks

nodc o 4-
«

GO
Js

django

AILS
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Demo Time

Threat Hunting with Elastic
APM as part of Route Cause Analysis




