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Agenda
• Security Analytics mit Elastic

• Observability

• Demo

• Q & A
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Security Analytics in Elastic



Attacks are inevitable
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Response Prevention

DetectionRetrospection

Iterative

Prevention falls short

Security is challenging



6 Detection is crucial

Response Prevention

DetectionRetrospection

Iterative

Security is challenging
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What Are Beats?
Lightweight data shippers for *nix systems, macOS and Windows

Packetbeat
Traffic (I/O)
Processes
TLS
HTTP payloads
DNS

Metricbeat
Metrics
Processes
State of services
PaaS modules

Auditbeat
Unix audit daemon
File integrity
Processes & users
Monitor anything!

Filebeat
File shipper
Osquery integ

Winlogbeat
Windows events
AD activity
Remote desktop
Windows FW
Sysmon integ
inc MSSQL…

Heartbeat
TCP/UDP
ICMP
HTTP
Expired TLS



Logstash

Inputs

Beats
…
…

JDBC
…
…

TCP

UDP

HTTP

Filters

Extract Fields

Geo Enrich

Lookup Enrich

DNS Lookups

Pattern Matching

ArcSight Codec
…

Network / Security Data

Syslog Servers

Infra / App Data

IoT / Sensors Persistent Disk Based 
Queues

Normalization and Enrichment
Using Logstash

Beats

Outputs

Elasticsearch

…
…
…
…
…

Kafka

RabbitMQ

RDBMS

Centralized
Configuration Management

Elasticsearch

Collect Normalize Enrich Index



Modules
Data to dashboards in 5 minutes

Turnkey for many formats
Automated data parsing 
Out of the box dashboards
Preconfigured ML jobs



Data Sources

Domain Data 
Sources Timing Tools

Network
PCAP,

Bro, 
NetFlow 

Real time, Packet-based Packetbeats, Logstash (netflow 
module)

Application Logs Real-time, Event-based Filebeats, Logstash, Sysmon

Cloud Logs, API Real-time, Event-based Beats, Logstash

Host

System 
State, 

Signature 
Alert

Real-time, Asynchronous Auditbeats, Filebeats (Osquery
module), Winlogbeats, Wazuh (HIPS)



Security Analytics Enterprise Architecture

Web Proxies EDR / EPP

IDS /IPS / NMS

Kafka

Redis

Messaging
Queue

Logstash

LDAP

Authentication

AD

Notification

SSO

Kibana

Elasticsearch

IP DNS FILE

Threat Intelligence

SIEM

Beats

FILEBEAT

PACKETBEAT

WINGLOGBEAT

AUDITBEAT

SAML



Alerting
Alert on anything you can query

Powered by Elasticsearch 
Alert on any Elasticsearch query
Distributed execution
Highly available

Notifications 
Email, Slack, PagerDuty. 
Custom (webhook) 

Stack Integrations
Machine learning, Monitoring, and 
Reporting 



Machine Learning
Detect the unusual in your data

Automated Anomaly Detection 
Unsupervised algorithms 
Continuous (online) model
Single & multiple time series
Population outliers 
Forecasting

Many Use Cases
IT Operations
Security Analytics
Business KPIs
APM 



Assets:
- Single UI Screenshot

Graph
Find meaningful connections

Same data. New views. 
Uses Elasticsearch relevance features
Includes an API & UI

Use Cases 
Recommendations
Fraud discovery
Threat hunting 
Behavior analysis 
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Observability
Logging, Metrics and APM
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You have this ...
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.. and when this happens...
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you open these...
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Kibana

Beats

Logstash
Elasticsearch

Logs
Metrics
Packets
...

Datastore JMX

Where APM fits in the Elastic Stack

APM ServerAPM Agents
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Track key 
application 

metrics
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● Response time for requests

● Unhandled errors & exceptions

● Visualize call hierarchy (waterfall chart)

● Identify code bottlenecks

● Drill down to the code level
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Distributed 
Tracing

● Instrumented Services, 
interleaved

● See how services 
interact

● See External calls with 
details
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Mix APM with 
other data & 

features
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● APM data is just another 
Elasticsearch index

● Customize dashboards with other 
visuals to show what YOU want

● Mix with other Elastic Stack features, 
such as machine learning, alerting…

● Built-in integration with ML & Alerting
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Supported Languages & Frameworks



Demo Time

Threat Hunting with Elastic

APM as part of Route Cause Analysis


