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Agenda

• Defining the goals of network visibility

• Getting the data

• Use-cases: troubleshooting and security 
with ntopng
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ntop: Our Tools
• Open Source (https://github.com/ntop)

◦ntopng: Web-based network visibility

◦PF_RING: Accelerated RX/TX on Linux

◦nDPI: Deep Packet Inspection Toolkit

◦nIndex: Flow-database


• Proprietary

◦PF_RING ZC: 1/10/40/100 Gbit Line rate.

◦nProbe: 10G NetFlow/IPFIX Probe

◦nProbe Cento: flows+packets+security

◦n2disk/disk2n Network-to-disk and disk-to-network.

◦nScrub: Software DDoS Mitigation
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ntop + Würth Phoenix

• ntop and Würth Phoenix are long-term partners

◦nBox: Network visibility appliances tailored on the 
needs of every customer

◦nBox Recorder: Network visibility + traffic recording 
up to 40 Gbps

◦NetEye: Unified Monitoring e System Management


• Currently partnering to integrate ntopng 
Enterprise in NetEye4
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Defining the Goals of Network Visibility

• Network visibility per se is a broad term

• One should define which are the goals

• It should be clear why money and time 
should be invested for this purpose
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North-South vs East-West Visibility
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North-South Visibility

• Visibility of the traffic that moves between the 
data center and a location outside of the data 
center

◦“I'm paying for an International MPLS link and I 
want to understand how this bandwidth is used” 
◦“I want protection against data exfiltration” 
◦“Are there any compromised hosts talking with 
the Internet? Where are they located?”
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East-West/Lateral Visibility

• Visibility of the traffic that moves within a 
data center (typically bypassing firewalls)

◦“I need to understand the traffic exchanged 
between the web and the database server” 
◦“I know that MySQL performs poorly with a latency 
above 300ms” 
◦“I want to verify implemented micro-segmentation 
policies (e.g., PLCs can only talk to other PLCs)”
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Network Data Sources
• Counters

◦SNMP, sFlow


• Packets

◦Mirror/SPAN, TAP, sFlow


• Flows

◦NetFlow, IPFIX - via nProbe


• Connect the datasource 
to ntopng
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Network Visibility with ntopng
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Main ntopng Features
• Embedded alerting system with external 
endpoints (Slack, Email, Icinga2, NetEye4, …)


• InfluxDB Support

• Malware detection (Emerging Threats, Cisco Thalos, 
…)


• Ready for 

• Deep Packet Inspection with nDPI

• Support for NetFlow/sFlow/SNMP

• Passive/Active Network Device Discovery
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ntopng Editions: Matrix
Community


• Realtime traffic and L7 
applications visibility


• Historical charts for 
hosts, networks, ASes, 
VLANs, host pools


• Historical top talkers 
(sources and 
destinations)


• Threshold- and 
anomaly-based alerts


• Geolocation

• Network discovery and 
devices inventory
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Enterprise

everything in Professional plus 
• Alerts dashboard

• SNMP v1/v2c with 
historical charts


• Netflow/sFlow 
devices ports 
monitoring (via 
nProbe)


• Continuous Traffic 
Recording


• Advanced network 
activity reports 
generation

Professional

everything in Community plus 
• Extended realtime 
visibility with 
dashboards


• Rich historical flows 
drill-down and export 
with nIndex


• SNMP v1/v2c

• Custom BPF-based 
traffic profiles
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“I'm paying for an International MPLS link and I want 
to understand how this bandwidth is used” [1/2]
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“I'm paying for an International MPLS link and I want 
to understand how this bandwidth is used” [2/2]
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“I want to detect compromised hosts 
talking with the Internet” [1/2]
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“I want to detect compromised hosts 
talking with the Internet” [2/2]
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 “Where is a host physically located?”
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“I want protection against data 
exfiltration” [1/2]
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“I want protection against data 
exfiltration” [2/2]
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“I know that MySQL performs poorly 
with a latency above 300ms”
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Towards Containerized Environments

• Open our engine to VM and containers 
monitoring through eBPF that is now 
supported in all latest mainstream 
distributions.

◦ Incoming TCP/UDP events are mapped to packets 
monitored by ntopng.

◦We’ve added user/process/flow integration and 
implemented process, container, pod’s and user 
statistics.
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Merging Network and System Events
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Final Remarks [1/2]

• While ntopng has preserved its open-source 
monitoring engine designed for simple traffic 
monitoring, it proves to be enterprise-ready for

◦North-South and East West Visibility

◦Misbehaving/Infected hosts detection

◦Bandwidth usage and allocation


• It can be used as stand-alone solution or as a 
feed for other monitoring solutions.
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Final Remarks [2/2]

• ntop and Würth Phoenix are partnering to 
integrate ntopng Enterprise and NetEye4


• ntop experience in enterprise network 
visibility contributes in making NetEye4 one 
of the most complete unified monitoring 
solutions in the market
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“Are there any misbehaving hosts 
in the network?” [1/3]
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“Are there any misbehaving hosts 
in the network?” [2/3]
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“Are there any misbehaving hosts 
in the network?” [3/3]
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Active Monitoring

• While passive traffic monitoring is still the 
core task, we will be expanding active 
monitoring beyond SNMP aiming at

◦Majoring latency and service availability of remote 
sites including ping, http(s) and user-scripts.

◦Monitor host services and processes
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Big-Data Made Personal
• ntopng currently supports MySQL and Elastic for 
non time-series data such as flows.


• Since 2016 we’re working at a high-speed 
indexing system, named nIndex, able to perform 
million inserts/sec while providing sub-second 
query responses on billion of records on a single 
node machine.


• nIndex is currently in beta (see -F) but we are 
close to the first stable release
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