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WURTHPHOENIX

«La macchina migliore & quella che deve ancora essere costruitax»

Enzo Ferrari

Citato in Debutta la Galleria Ferrari, "I'ant-museo”, | sessantanni Ferrari, 14°puntata, Repubblica.it
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LE PROVE LIBERE: NETEYE 3
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LE PROVE LIBERE: NETEYE 3 - EVENT HANDLER
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LE PROVE LIBERE: NETEYE 3 - ELASTIC STACK
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LE PROVE LIBERE: NETEYE 3 - ELASTIC-STACK
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WARM-UP: LE NUOVE SFIDE
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WARM-UP: LE NUOVE SFIDE
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LE QUALIFICHE: NETEYE 4
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| PIT STOPS: NETEYE 4 DEL DOMANI
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LA GARA: TORNADO (EVENT HANDLER 2.0)
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LA GARA: ORCHESTRAZIONE

rc-—=—=—=-—-—"1

VURTHPHOENIX

NetEye™

Host Summary Service Summary

EsX-7[d

[

e Q

6 187 =~ |8
Tate 9)

Hosts Down Services Critical —-

EDw ED ok

B oo Weming

iiics (4ndled)
ciica

unknown (Hendied)
Unknoun

Memory usage

el |

© Woirth Phoenix ... more than software




LA GARA: NON FINISCE MAI

WURTHPHOENIX

L'evoluzione tecnologica e architetturale non si ferma

Tante tecnologie abilitati per il futuro:
Microservizi in
Containers
Micro Virtual Machines
Nuovi linguaggi di sviluppo:
Rust

E tanto altro...
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BACKUP SLIDES

WURTHPHOENIX

... more than software




UNIFIED MONITORING .
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NETEYE PRINCIPLES

NetEvye™
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UNIFIED MONITORING: IT OPERATION ANALYTICS

WURTHPHOENIX

15 Grafana Monitoring data automatically arranged in Dashboard

Host Services  History s~ C x =Dashboard v C x

NetEye™ '
S —— |

I}HDENIX & Checknow ¢ Comment L Notification & Downtime Weekly report Summary

I up O docker-jenkins-master

0.5 95.45%
Plugin Output ] . Range 5
a3 12.06.2012-12.12.2018 256
PING OK - Packet loss = 0%, RTA=0.28 ms [ B WURTHEEE e
3 -_ — Cliery
Performance Graph | Wuerth
Open in Analytics Dashboard I
Problem handling R |
Contract Silver

’ Contract name is here C - )
98.00%

Considerad

Performance data

v I .
© ceovap Label Value  Waming Critca Business process checker +os
rna 28500ps 300s 500s 1.0

= Configurator

pl 0% 80% 100%
0.8 JAN 2019 FEB 2019
Notifications
0.6
£ Send notification 1-7 8-14 15-21 22-28 23-29 1-7 8-14 15-21 22-28 23-29
Check execution 03 59,00% 000k 100 100% %9,00% 59,00% 100% 100% 100% 59,00%
hostalive4 0.2
rdneteye si.wp.lan MAR 2019 MAY 2019
yes @ g
2m 38s ago < Check now
S — 4 1-7 8-14 15-21 22-28 23-29 1-7 EERESN 15-21 22-28 pERwE
~ 59,00% 00k 100 100% 49,00% B0,007% T500% 100 100% S0,00%

1/3 (hard state)
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UNIFIED MONITORING: LOG MANAGEMENT

WURTHPHOENIX

NetEve™ |og Manager Configuration, collection and visualization of auditing and log data

= Search . oruse Quick navigation
PHOENIX
@ Dashboard | C x Ll Host and Filter Configuration | G x
) List of Hosts
Here you can browse between your log and the enabled hosts. You can also configure SAFED templates.
<A Deploy to 1 hosts <4 Deploy Server Configuration

Log Check Host Safed Agent Search text
This is a read-only access Enabled and update host Configuration of EventID il
to the log files collected configuration Objects from Microsoft : ; - "

9 g ’ AGENT Configuration Retention Policy ,
from the logging server, systems to log, log files Host Name IP Address T I T ) Options
with the corresponding and general configuration I UpToDate  Days Retain To
validation resuit for SAFED. Docker p No agent

docker No agent
Py PN
docke! No agent
o No agent
1 SearchVGuard | 7™ Search \Guard
_ 9 earc uar

! == elasticsearch - ‘ kibana

w l0gstash

~\\\\ Signed for ﬁCIﬂGA 2

«———=--"% revision and
integrity

M Notification
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UNIFIED MONITORING: AUTHENTICATION INTEGRATION

WURTHPHOENIX

Single sign-on: all technologies are smoothly integrated via a common login

+ I5Grafana I
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a9 elastic
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UNIFIED MONITORING: AUDIT LOG INTEGRATION

WURTHPHOENIX
_ ?’-\ — Search ... oruse Quick navigatio
PLHOENI)(
Activities = O
Activity Log = Search text
C h rono | Og iCO | reco rd Of & My changes  Select a user ¥ Select a module v 1
h {_‘ o« oy Action Module Time

fhe sequence ot activities ST
[System Admin] modify MODULE “configuration sim 13:41:51
th Ot hcve d ffeCted C”- d ny [Joe Bloggs] medify MODULE "configuration” sim 11:45:28
. of- [system Admin] modify MODULE “configurat slm 08:52:39
h me d SpeCIFIC [System Admin] medify MODULE “configuratic logmanager 08:46:18
f' . [System Admin] modify MODULE “configuratic geomap 08:44:06
configuration 2016.00.18
[System Admin] medify MODULE “configuratic sim 15:38:58
Discussion going on to 20190917
4 [Joe Bloggs] create MAP "New York" geomap 15:04:40
don(]fe 1-0 |CingC| [Joe Bloggs] modify CUSTOMER “John Doe’ slm 15:04:19
[Joe Bloggs] modify SLATYPE "Flatinum sim 15:03:45
commun “‘y [Joe Bloggs] modify CONTRACT "Service & Support’ sim 15:03:22
[Joe Bloggs] modify CONTRACT "Nework Performance” sim 15:03:07
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UNIFIED MONITORING: INTERACTION

Standard API based on
icingacli

Common design
guidelines

Better User
Experience

Easy to extend or
contribute
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icingacli logmanager <type> <action>

Vue Design System

wp-action-bar

The ActionBar element is a horizontal container for buttons, breadcrumbs, or any other inline element, intended
to display them in a single-line layout. By default they are aligned to the left. To align components to the right
side, wrap them within a template container and set its slot name to secondary . In the example below, both
methods are used at the same time.

Elements To add a vertical separator between any two components, insert a <div class="separator"></div> between

wp-action-bar
P them.

Bolzano > Email > Huawei

VUE HTML

', 'iconLeft':'chevron-left'}">Go Back</wp-button

': 'Bolzano'},
{'title': 'Email'},
{'title': 'Huawei'},

ite v-slot:secondary
ig>Continue</tag
tag>Command</tag
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UNIFIED SOLUTION: AUTOMATED PROVISIONING AND UPDATES

D

o Event Handler

History

File-Share
ITO Analytics
Log Analytics
Log Manager
Maps
System

User Guide

Configuration
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%2> CentOS

 redhat
RPMS

OS Update internally staged for 1 week

-camp ~]# neteve secure install

are/neteye/secur=z install/N2° enable argec.sh

| /etc/gystemd/Sygtem/multi—uger.target.wants/neteye.target to /usr/lib/systemd/system/neteye.target.
are/neteye/secure install/025 disable centos official repos.sh
are/neteye/secureiingtall/05Diset_selinux_pezmissive.Eh

in permissive mode
are/neteye/secure install/150 firewall autosetup.sh
1 for http service

1 for https service
1 for tcp 5665
alld

are/neteye/secure install/200 elasticsearch core fix conflict file.sh

k version has been installed, so /usr/share/elasticsearch/bin/elasticsearch-env will use the xpack version
re/elasticsearch/bin/elasticsearch-env as configuration

are/neteye/secure install/200 mysqgl autosetup.sh

mysqgl/data/ already initialized.

Installation

lient configuration

ice

ccess for cluster nodes on '$.neteyelocal'
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TORNADO: COMPLEX EVENTS PROCESSING

WURTHPHOENIX

As a system admin, | want to process all failed login events of “managed” laptop to understand if a
user has locked his/her account occasionally or if brute force attack is happening

’LICIFIGA : Locked? E
B Yes \
3rd time: criticall Eﬁ

24 Notification
3rd time

NetEye® Log Manager

i )
!

' ((9) Alerting

Complex Event
Processing
NetEye’
Tornado

Create hosts and set to critical
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TORNADO ARCHITECTURE

WCIRTHPHOEN?X
vy | \ . .
DATASOURCE COLLECTOR RULE EXECUTOR
SNMP Traps Trap —>  Matching Save to file
y
lcinga2 API Icinga2 AP Extracting Execute a script
Subscriptions collector i
Processing Tree .| lcinga2 API |
- WebHooks By Webhooks Parser Call _
|
|
|
—_ —
NetEye™ Tornado

NetEve™ ;{/iClﬂGA 2+—
Log Manager "4 Notification
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TORNADO: RULES
ﬁ(\ =  Search..

PHOENIX

WURTHPHOENIX

¢h Dashboard v (e3

Rules
Editmode @D Commitchanges © ¢

Processing tree  Bolzano > Email > Huawei Show only active rules + Addrule

Open test window

Neactionlaunchpad Icinga

Suspendisse eleifend mi sed lorem pretium sagittis. Donec scelerisque quis lorem at

I'm also a rule Icinga Emai ymmand Lorem ipsum dolor sit amet, consectetur adipiscing elit. Suspendisse eleifend mi sed

Sample rule name Icinga Continue Emai Adipiscing elit. Suspendisse eleifend mi sed lorem pretium sagittis. Donec scelerisque

+ I'm also a rule Icinga Continue Emai Command Suspendisse eleifend mi sed lorem pretium sagittis. Donec scelerisque quis lorem at Zz & &

MMnlaunchpad ommand Adipiscing elit. Suspendisse eleifend mi sed lorem pretium sagittis. Donec scelerisque
Sample rule name Icinga Continue Emai Lorem ipsum dolor sit amet, consectetur adipiscing elit. Suspendisse eleifend mi sed
Neactionlaunchpad Continue Suspendisse eleifend mi sed lorem pretium sagittis. Donec scelerisque quis lorem at

I'm also a rule Icinga Continue Emai Command Adipiscing elit. Suspendisse eleifend mi sed lorem pretium sagittis. Donec scelerisque
Neactionlaunchpad Continue Email Suspendisse eleifend mi sed lorem pretium sagittis. Donec scelerisque quis lorem at
: Sample rule name Icinga  Continue Command Lorem ipsum dolor sit amet, consectetur adipiscing elit. Suspendisse eleifend mi sed
PHOENIX Neactionlaunchpad Icinga Continue Emai Command Suspendisse eleifend mi sed lorem pretium sagittis. Donec scelerisque quis lorem at
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TORNADO: PROCESSING TREE

PHOENIX

Search ...

 Dashboard v (e

Processing tree

Edit mode ) mit ¢

see

Cisco

Rule set
PHOENIX
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Bolzano
120 rules
120 rules

Ubiquity
120 rules Rule set

120 rules =
120 rules

Huawei
120 rules Rule set

... more than software

120 rules

120 rules

Rule set

Samsung

Rule set

120 rules

Turned off

cee

Something

120 rules

Turned off

120 rules

WURTHPHOENIX

Open test window



