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LIVELLO DI SICUREZZA DINAMICO – BLUE TEAM
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Il livello di sicurezza è un elemento in continua rivalutazione e dipende da 
molteplici aspetti: 

§ le persone
§ la tecnologia
§ le modalità operative
§ l’ambiente circostante

Quale organizzazione può categoricamente e ragionevolmente affermare di 
avere questi elementi identici ad un’altra?



Reconnaissance

Scanning

Gaining Access

Maintaining Access

Covering Tracks

FASI DI UN ATTACCO: Lista fasi
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Activities NoiseActivities

0

Shodan Google

Data Breach Social Network

WayBack PasteBin

OSINT

FASI DI UN ATTACCO: Phase 1 – Reconnaissance
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Censys Whois



OSINT session target: WÜRTHPHOENIX
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OSINT
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FASI DI UN ATTACCO: Phase 2 – Scanning

Activities Noise

nmap -T2 --max-retries 2 --max-rate 2 $target

nmap -sS $target | nmap -sS --win $value $target

1
2

nmap -sO (OS detection scan) 3

Arachni Web default

4
directory listing 3

enumeration

4

1
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nmap -sT -T2 --max-retries 2 --max-rate 2 uploader.wuerth-phoenix.com

Starting Nmap 7.60 ( https://nmap.org ) at 2019-09-24 14:21 CEST
Nmap scan report for uploader.wuerth-phoenix.com (82.193.25.91)
Host is up (0.0038s latency).
rDNS record for 82.193.25.91: host-82-193-25-91-z1.infracom.it
Not shown: 998 filtered ports
PORT    STATE SERVICE
80/tcp  open  http
443/tcp open  https

FASI DI UN ATTACCO: Phase 2 – Scanning
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Activities Noise

attacks in lan

SQL Injection, XSS, CSRF

ARP Poisoning, DNS tunneling, 
DHCP starvation, MITM

0

4

webapp

Rubber Ducky, keyloggersphysical

wifi Evil Twin AP, AP rogue

phishing, vishing,
baiting, impersonationhuman factor (SE)

authentication default, dictionary, brute force 1 2
3

2
1
1

0

3
2

32

1

FASI DI UN ATTACCO: Phase 3 – Gaining Access

10© Würth Phoenix … more than software



FASI DI UN ATTACCO: Phase 3 – Gaining Access
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Activities Noise

backdoors

rootkits

0 1
C99 Shell R57 Shell

P0wny Shell Zehir4 Shell

2 3
Balaur Danny Boy

Duarawkz KBeast

covert channel

auth add / modify 2 3
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FASI DI UN ATTACCO: Phase 4 – Maintaining Access
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Activities Noise

clear shell history 1

clear/manipulating local logs
3

2
clear/manipulating remote logs 2

1

clear data (audio/video) 3 4

FASI DI UN ATTACCO: Phase 5 – Covering Tracks
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disable auditing 21



Implementazione del SIEM: best practices
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IDS/IPS firewalls switches/routers

APIs APs WAF

EDR log files webapp log

AD log DNS log metrics

network data windows event logs audit data

LOG NEEDED != ALL LOGSNO DATA → NOISE=0

Fornire al SIEM i dati necessari
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2019-09-22 04:03:51 Hardening index : [71] [##############      ]
2019-09-22 04:03:51 Hardening strength: System has been hardened, but could use additional hardening
2019-09-22 04:03:51 ===---------------------------------------------------------------===
2019-09-22 04:03:52 Checking permissions of /usr/local/lynis/include/tool_tips
2019-09-22 04:03:52 File permissions are OK
2019-09-22 04:03:52 Tool tips: enabled
2019-09-22 04:03:52 ================================================================================
2019-09-22 04:03:52 Tests performed:     236
2019-09-22 04:03:52 Total tests:         429
2019-09-22 04:03:52 Active plugins:      2
2019-09-22 04:03:52 Total plugins:       2
2019-09-22 04:03:52 ================================================================================
2019-09-22 04:03:52 Lynis 3.0.0
2019-09-22 04:03:52 2007-2019, CISOfy - https://cisofy.com/lynis/
2019-09-22 04:03:52 Enterprise support available (compliance, plugins, interface and tools)
2019-09-22 04:03:52 Program ended successfully

Source: Lynis, Rootkit Hunter, Chkrootkit
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[1:2001219:19] ET SCAN Potential SSH Scan [Classification: Attempted Information Leak] 
[Priority: 2] {TCP} 112.85.42.185:41340 -> 95.216.54.122:22

Source: SNORT
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Apache-Error: [file "apache2_util.c"] [line 271] [level 3] [client 77.72.193.152] 
ModSecurity: Warning. Pattern match "([\\\\\\\\~\\\\\\\\!\\\\\\\\@\\\\\\\\#\\\\\\\\
$\\\\\\\\%\\\\\\\\^\\\\\\\\&\\\\\\\\*\\\\\\\\(\\\\\\\\)\\\\\\\\-\\\\\\\\+\\\\\\\\=
\\\\\\\\{\\\\\\\\}\\\\\\\\[\\\\\\\\]\\\\\\\\|\\\\\\\\:\\\\\\\\;\\\\"\\\\\\\\'\\\\\\\\\\\\xc2
\\\\xb4\\\\\\\\\\\\xe2\\\\x80\\\\x99\\\\\\\\\\\\xe2\\\\x80\\\\x98\\\\\\\\`\\\\\\\\
<\\\\\\\\>].*?){8,}" at REQUEST_COOKIES:searchguard_storage. 
[file "/etc/httpd/modsecurity.d/activated_rules/modsecurity_crs_41_sql_injection_attacks.conf"]

Source: apache mod_security
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5,,,1000000103,em0,match,block,in,4,0x0,,39,45863,0,none,6,tcp,40,126.36.211.35,
95.216.54.121,11279,8080,0,S,1608005241,,45253,,

Source: pfSense logs

19© Würth Phoenix … more than software



Data shippers and other sources
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La mossa Kansas City



INFORMAZIONI
APPETIBILI

VETTORI DI
ATTACCO

MOTIVAZIONI
ATTACCANTE

AMBITI DI
VULNERABILITÀ

1 Pensare come un attaccante



2 Determinare il significato dei dati
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3 Determinare il significato delle azioni
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4 Monitor e security: due volti della stessa medaglia
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Il caso Eurobet / Lottomatica
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TRAFFICO
ANOMALO

VOLUME DI
TRAFFICO



5 Simulare attacchi per valutare la soluzione
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Grazie
www.sec4u.co
team@sec4u.co
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