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LOG ANALYTICS CHALLANGES

N4 siem *_sub
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Analyzing Logs for Relevant Security Intelligence

Centralizing Log Collection

Meeting IT Compliance Requirements

Conducting Effective Root Cause Analysis

Making Log Data More Meaningful

Tracking Suspicious User Behavior

... more than software
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INGEST FROM ANYWHERE
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Applications

Web apps, servers, APIs
log4j, JMX
Twitter, Salesforce, Github

Platform Infrastructure

Windows, Linux/Unix, MacOS
Load balancers, proxies, caches
S3, HDFS

Containers & Cloud

Docker, Kubernetes
AWS, Azure, GCP

Data Stores & Streams

DBs, Data Warehouses
NoSQL

Openshift Kafka, Spark, Storm, Hive
Networking Security Devices
Netflow, PCAP NSM, IDS/IPS, firewalls

HTTP, TCP, UDP, DNS, TLS
syslog, auditd

Web proxies, endpoints
ArcSight

Messaging & Alerting

Raw Documents

Slack, HipChat PDF, XLS, PPT
Pagerduty, Email Technical, legal, healthcare
Nagios, Zabbix documents
loT
Sensors, robots Build Your Own

Connected cars
Smart homes

Logs

Metrics

Configs

-

Messages

Scripts

Tickets

Alerts
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INGEST FROM ANYWHERE - USE CASE
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SIEM FLOW
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Data Extract Enrich Dashboards .

: ) Reports
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SYSMON LOGS
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WINDOWS EVENTS OVERVIEW .

WURTHPHOENIX

Number of Events Over Time By Event Log
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FIREWALL OVERVIEW -
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FILESERVER OVERVIEW
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NETWORK VISIBILITY

WURTHPHOENIX

Support to receive NetFlow v5, v9, IPFIX through Elastic 7.4
Collects NetFlow input from compliant network devices
Provides details about the traffic traversing a network
Builtin dashboards for Kibana X

ECS_COmpliGnt dota [C] Full screen Share Clone Edit

. Dashboard = [Filebeat Netflow] Conversation Partners ® [ pb00292

® # v Search KQL v Last 15 minutes Show dates G Refresh
@ @ |inpul.lype: netflow X + Add filter
— Dashboard Navigation [Filebeat Netflow]
8l

Overview | Conversation Partners | Traffic Analysis | Top-N | Geo Location | Autonomous Systems | Flow Exporters | Raw Flow Records

.. Destinations and Sources (bytes) [Filebeat Netflow] Destination and Source Ports (bytes) [Filebeat Netflo... IP Version and Protocols (bytes) [Filebeat Netflow]
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A 10.62.4.53 192.168.1.114 389.3MB 285,253 45
© 172.20.111.205 10.62.5.5 313MB 261,253 15
Q? 93.184.221.240 10.62.1.193 302.2MB 213,103 28
o) 152.189.20.110 10.62.1.194 298.7MB 209,224 7

10.84.0.120 10.62.5.5 201.7MB 201,798 14
{g} 172.31.7.80 10.62.5.5 199.7MB 155,471 15
‘ 172.16.2531 10.62.5.5 189.7MB 180,818 17

10.66.1.24 10.62.5.5 184.4MB 144,743 15

Ill

Export: Raw & Formatted &
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NETFLOW DASHBOARDS

N

. Dashboard = [Filebeat Netflow] Geo Location

@ | [ pb00292

® Full screen Share Clone Edit
# v  Search KQL v Last 15 minutes Show dates C Refresh
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Nl
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OpenStreetMap contributors, OpenMapTiles, MapTiler, Elastic Maps Service

WURTHPHOENIX
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NETFLOW DASHBOARDS

WURTHPHOENIX

M

. Dashboard = [Filebeat Netflow] Top-N ® | [ pb00292

® Full screen Share Clone Edit
® # v Search KQL v Last 15 minutes Show dates
@ @ |input.type: netflow X + Add filter
Dashboard Navigation [Filebeat Netflow]

=3;

Overview | Conversation Partners | Traffic Analysis | Top-N | Geo Location | Autonomous Systems | Flow Exporters | Raw Flow Records
o Top Sources [Filebeat Netflow] Top Destinations [Filebeat Netflow]
® Source Bytes Packets Flow Records : Destination Bytes Packets Flow Records .
= 10.1.0.44 947.7MB 775,927 15 10.62.5.5 2.7GB 2,678,096 366
(é 10.240.128.100 676.4MB 533,565 21 10.62.1.194 783.5MB 944714 17,994
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3 93.184.221.240 302.3MB 213,248 63 10.62.1.195 139.4MB 184,677 5678
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10.66.1.24 185.1MB 145,302 21 10.62.6.169 61.8MB 59,772 344
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NETFLOW DASHBOARD (SIEM)

WURTHPHOENIX

Network

Last eve

Network events DNS queries Unique private IPs

1,039,091 0 © 3,958 source © 4,444 destination

Unique flow IDs TLS handshakes _— Xﬁ,\
280,934 O Dest |
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NETFLOW DASHBOARD (SIEM)

WURTHPHOENIX

Source IPs Destination IPs

Showing: 7,840 IPs Showing: 7,871 IPs
P Domain Autonomous system Bytesin Bytesout Flows Destination I... P Domain Autonomous system Bytesin Bytesout \ Flows Source IPs
0.0.0.0 o8 0B 6 6 1.0.0.1 [iau AU Cloudflare, Inc. {13335 08 08 32 28
Au AU Cloudflare, Inc. 13335 0B 0B 33 28 1.53.129.132 The Corporation for 08 0B 1 1
w~ VN Fi sing & Promoting
4.179.246 TOT Public Company o8 08 1 1 o S o
™ Limit Technology
™ I nﬁca 18403
23969
o S 2.16.200.34 Akamal Technologies, Inc. 08 0B 3 1
1.3457.14 Data Communication o8B 0B 1 1 16625
™wTW Business Group =
3462 2.18.213.58 Akamali International B.V 08 0B 3 1
- 20940
1.34.158.234 Data Communication o8 0B 1 1
™wTW Business Group Telecom Italia 13269 o8 0B 4 1
4
462 Telecom Italia :3269 08 0B 2 2
1.34.227.58 Data Communication 08 0B 1 1
. m sk Telecom Italia §3269 08 08 15 4
wTW Business Group
3462 Telecom Italia :3269 08 0B 120 16
1.53.67.32 ivn VN The Corporation for o8 0B 3 1 Telecom Italia 13269 o8 o8 2 2
Financing & Promoting Telecom Italia 3269 08 08 1 1
Technology
18403
Rows per page: 10 v 1 2 8 4 5 >
1.53.86.115 The Corporation for 08 0B 1 1
vn VN Financing & Promoting
Technology
18403
1.53.129.132 The Corporation for o8 0B 3 1
vn VN Financing & Promoting
Technology
18403
1.64.189.213 PCCW Limited | 4760 o8 0B 1 1

He HK
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SIEM APP

WURTHPHOENIX

Z B sev / Hosts
® Overview Hosts Network Timelines
® Q v SEE—
% Hosts
&0
Hosts Hosts Hosts
[on] a
904 v 10,633 Success X 33 Fail © 1,165 Source ©985 Destination
&
&

N X Untitled Timeline Description Notes = v Last 24 hours Show dates G Refresh

i )
: '
. host.name: “siem-es” X 1
) i OR '
All Hosts i :
:
;. '
< i Drop here to build an OR query ]
;
@
@ — AND Filter v Q) event.action:"config_change” and event.dataset:"file”
&3 —
Fields v @timestamp | event.severity event.category event.action host.name
—
< [
= 1 Jun 3, 2019 @ 19:40:15.160 - audit-rule executed siem-es

¥

-

Session # unset S root @ siem-es in F5/ executed >_ip routels table local type local scope host dev ethQ proto 66  with result success

s A
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SIEM APP

WURTHPHOENIX

K . SIEM  Overview O = e
(@) Overview Hosts Network Detections Timelines Anomaly detection ~ (& Add data
A
o Search KGQL [l ~  Last 1month Show dates m
& & + Add filter
5
Recent timelines u [E
Events count by event.action — peepeeguey | prm—
Unusual network traffic D Showing: 58,487,934 events
L 1 3
Assignee: T3 - Samir ® Allothers
® network_flow pre—
Suspected cryptomining D 4,000 000
%1 0 @ config_change
Assignee: T1 - Quinn [ ’ l b i g
process_stopped E
Unusual password resets D — # process_started [
B 520,000 ® Network connection detected.
Assignee: T2 - Caleb = ® registry_madify_svent
" — = = ® axecuted
Phishing attempt D =
9 g D ) — = ©® ipvd_disconnect_received_ev.
%2 0 st cax
psres -  aimiimiiiinniiiim ] -
e " iz A0mazH MEMNGY  AROCL0S  FWDOLOT  MO0IGY  AEDOLN ARCINS  AGHMIAS  JWOO0M  AUDONE 01 XOOME DO AR00ET
Comfirmed account takeover D
¥ 4 -
Assignee: T3 - Samir
I Host events — Network events —
Showing: 20,497,053 events S — Showing: 30,713,117 events S ——
Security news
» Auditbeat 10,537152 e > Auditbeat 6,404,418 wm
Got SIEM Questions?
2020-01-0 ~ Elastic Endpoint Security 7,975,433 o > Filebeat 21,781,185 ees—
There's an awesome community of DNS 2085908 wem
SIEM users out there. Join the . ~ Packetbeat 2527514 =
sion about configuring, learming Flle 1406619 = DNS 434
and using t stic SIEM app, and brmcs Load 69 338
detecting threats! mage Loac e Flow 2,526,968 —
Network 1,855,882 -_— s 92
= Elastic Security 7.5.0 released - h
= 2018-12-02 . Process 1128679 mm
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VISION SIEM
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Log collection

Realtime Alerting
Log Analysis

User Activity Monitoring
Event Correlation Dashboard
Log Forensic Reporting
IT Compliance SI EM File Integrity Monitoring
Application Log Monitoring System & Device Log monitoring
Object Access Auditing Clijeci Aazzse Aucling

Operations Cloud awareness

Container Log Monitoring

NetEve™
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