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NetEve’

- UNIFIED MONITORING -
MONITORING - VISIBILITY - OBSERVABILITY

IT OPERATION ANALYTICS
APM

END2END

UNIFIED MONITORING
AVAILABILITY

SERVICE LEVEL MANAGEMENT

-

== =4 Unified Monitoring i—--‘ Real User Experience Log Management Jira Service Desk
E—-—.‘ Business Service Monitoring é——--o User Experience Anomlay Detection Confluence
jm = = ¢ Distributed - loT - IloT Monitoring i———-o IT Operation Analytics SlEM. . Ops Genie
== =4 Datacenter Shutdown Module i———-‘ Application Performance Management Machine Learning

i ITIL Consulting
=== Asset Management ——— Anomaly Detection .
i i ServiceDesk
i—-- ®  Visual Synthetic Monitoring Alyvix m—— Forecasting - Prediction
==e Web Automation Monitoring ==4 Machine Learning

on premises -Hybrid - Cloud - Cloud Saa$
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NetEve’™

MONITORING - VISIBILITY - OBSERVABILITY

UNIFIED MONITORING IT OPERATION ANALYTICS GDPR - SECURITY SERVICE & SUPPORT
AVAILABILITY APM LOG MANAGEMENT SERVICE MANAGEMENT
SERVICE LEVEL MANAGEMENT END2END SIEM TICKETING
‘ ‘
;.?'iCIﬂGA ntop R% @ nfioed erc‘f?no A ATLASSIAN SetviJCiLGDesk
% elastic @NXLog
GLPI EE&%Q "._4 elastic % Confluence & Opsgenie

%> CentOS ‘ rednat /N Azure

strong technology partnership to drive innovation
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NETEYE 4.12

WORTHPHOENIX
New Feature Improvement
New Login Picture for NetEye 4.12 Update VMWare Discovery to latest version
SLM report: show only related objects Release Icinga2 2.11.3
SLM Contracts should be multi tenant Add indexes to icinga tables to boost performances
Elastic update to the latest version 7.6 Add to the User Guide hints how to boost the performance of

SIEM fully compatible with Elastic 7.6 X-Packs Elastic and NetEye 4

Pass command name variable to scripted dashboards

Update to latest CentOS Minor version 7.8.2003

Improve GeoMap drilldown to host details

Upgrade automation
Preview

Problem View Filter [ Technical PREVIEW ]

Integration of ntopng for network visibility
Tornado Negation and String Operators
Tornado GUI: Processing Tree Configuration

Tornado GUI: Rule Configuration from Web

Make Icingaweb?2 Roles Tables searchable ‘ O ,

© Wiirth Phoenix ... more than software




WURTHPHOENIX

Rk

Usemame

Password

. more than software
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SERVICE LEVEL MANAGEMENT
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NETEYE: SERVICE LEVEL MANAGEMENT

WURTHPHOENIX

Multi Tenancy

SLM Report show related monitoring events

© Woirth Phoenix



NETEYE: SLM MULTI-TENANCY

WURTHPHOENIX

As an admin, | want that a NetEye user can see only the Monitoring Object and SLM configuration if his associated customer in SLM

Introduced the role level restriction

SLM Users can view one or more SLM Customers/Contracts based on his associated roles.

Filtering the Monitoring Objects in Availability Contract according to the role inside the SLM.

SIM Grrer Guslomer B
Customers T
Neffye | RoleA Role B
Roles N -

\
& - UserA | User A ‘
Users

- UserB

© Woirth Phoenix

____________________________________

Role Filter M.O.s
accessible

| from role

All M.O.s

r

M.O.s
considered in

SLM Customer

____________________________________

... more than software

contract
I (printed in
X report)
SLM Contract




NETEYE: SLM REPORT

Show Host & Service which impacted
the availability

Help to understand the events which
have generated the outage

© Woirth Phoenix

. -
WURTHPHOENIX
SAMI-Monthly = @ X EventOverview ' v G X
(¢ Modify (3Schedule Download~ Send # 25 v Soby Occurence v
neteye-local: centos_new_minor_version SERVICE \
' 3 m0vE ¢
=] v
200 AND ¥ @ +
Jan Feb  Mar Ly Timestamp v ooz v 200004400 g+
OR 528
Timestamp v o< v 20200501 i+
Outages QND YU+ \
nas w217 s Host Y= v neteyedocal i+
Service Y = v centos.new_minorversi @
neteye-local: check-elasticsearch-filebeat-last-log SERVICE - otne S — _— Y
R tarnet . ot Q:‘: .‘ 2 of ranae selected or out £y
Cancel m
2020
R v [ canAL &centos_new_mmor_versnon NetEye Local Self Monitoring
v ow [ 21745
ULV |, centos_new_minor_version on NetEye Local Self Monitoring
231648
Outages aves 40f 4 .
WCIIVIRE |, centos_new_minor_version on NetEye Local Self Monitoring
231551
23413 06/04/2020 07/04/2000 053413 v
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ELASTIC STACK UPGRADE 7.6
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NETEYE: ELASTIC STACK - 7.6.2

WCIRTHPHOEN?X
Elastic Stack Features Platinum Subscription Kibana Lens
Security SIEM detections
Kibana Spaces Elasticsearch data enrichment
Kibana Reports Elasticsearch performance improvements

O,

Elastic Stack Features: https://www.elastic.co/elastic-stack/features
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NETEYE: SIEM SOLUTION DESIGN

WURTHPHOENIX
. 4 )
) Beats Family
a a
A P | S
@ P o @ . '®' Elasticsearch

Filebeat Metricoeat Packetbeat |  ~ S~ TS e

Log Files Metrics Network Data - a I@ K| bana
5 0l @ : :

Winlogbeat ~ Auditbeat  Functionbeat a q LOgStaSh Data Nodes (2+)

Windows Event Logs  Audit Data Serverless Shipper

Y
&

ML Nodes (2+)

15 Grafana

8 —> Workers (2+)

Tornado x/‘ 2
Alerting C% 7 lC'ﬂGA
{ @ { “\. a R4 Alerting Notification

____________

(@)
|w)
o
(@)
m
</
m
<
_|
X
v

(‘@‘ SN &l Digital signed files for
\ ? / I\‘ @ / revision and integrity

~~~~~~ AN NetEye™

v
¥

Agentless, with Agent (https://nxlog.co/blog/agentless-vs-agent-based-log-collection
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https://nxlog.co/blog/agentless-vs-agent-based-log-collection

NETEYE: SIEM SOLUTION DESIGN WINDOWS ARCHITECTURE

WURTHPHOENIX
( )
| |
Al =l
N | ogm :
-
: s s : . '\-_'. Elasticsearch
| | : H
, "W W || wrE .. |8 @ Kibana
Windows CO"G({;TJOI' ol ecs - Master Nodes ®)
‘ \ > a ogstas ;. 189 MN....
Servers \ . “W.L—I " Data Nodes (2+) '
_________ — inlogbeat : . .
I 1 : (o
: | gy - ! 8| Ecs > ML Nodes (2+) 4 Jira Service Desk
: 1 . ) LId Workers (2+) > %
" Winlogbeat | a ECS (6o I #‘
————————— N Tornad
@SATELLITE > Alerting & Temade 3 J |CINGA 2 {Q}
@ }A" Alerting Notification > [?
Check Point - 8 >0
L?@Eﬁ,ﬁﬂj | Digital signed files for
;é. "| revision and integrity
ICINGA 2 p
[
X NetEye v

© Woirth Phoenix
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NETEYE: SIEM SECURITY AND ELASTIC STACK FEATURES

Encrypted Communication - Date integrity
Role-based access control (RBAC)
Attribute-based access control (ABAC)

Field- and document-level security

Audit logging
IP filtering

GDPR Compliance

(See https://www.elastic.co/pdf/white-paper-of-gdpr-compliance-with-elastic-and-the-elastic-stack.pdf)

SCALABILITY AND
RESILIENCY

Clustering and high availability
Automatic node recovery
Automatic data rebalancing
Horizontal scalability

Rack awareness
Cross-cluster replication

Cross-datacenter replication

MONITORING

Full stack monitoring
Multi-stack monitoring
Configurable retention policy

Automatic alerts on stack
issues

Elastic Stack Features: https://www.elastic.co/elastic-stack/features

© Woirth Phoenix

... more than software

WURTHPHOENIX

MANAGEMENT AND OPERATIONS

MANAGEMENT

Index lifecycle management
Hot-warm architecture
Frozen indices

Snapshot and restore
Source-only snapshots

Snapshot lifecycle
management

Data rollups

CLl tools

Upgrade Assistant Ul
Upgrade Assistant API
User and role management

Transforms

ALERTING

Highly available, scalable
alerting

Notifications via email, Slack,
PagerDuty, or webhooks

Alerting Ul

STACK SECURITY

Secure settings
Encrypted communications
Encryption at rest support

Role-based access control
(RBAC)

Attribute-based access control
(ABAC)

Field- and document-level
security

Audit logging

IP filtering

Security realms

Single sign-on (SSO)
Third-party security integration
FIPS 140-2 mode

Section 508

Standards (GDPR)

DEPLOYMENT

Download and install

Elastic Cloud

Elastic Cloud Enterprise
Elastic Cloud on Kubernetes
Helm Charts

Docker containerization

CLIENTS

REST API
Language clients
Console
Elasticsearch DSL
Elasticsearch SQL
JDBC client

ODBC client

O,



https://www.elastic.co/pdf/white-paper-of-gdpr-compliance-with-elastic-and-the-elastic-stack.pdf

NETEYE: KIBANA SPACES

Organize dashboards and other objects in
categories

Create a default space for users

Control over which features are visible in each

space
Associate spaces to roles

Create a custom landing page for users

© Woirth Phoenix
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WURTHPHOENIX

X

Space privileges

Spaces

* Global (all spaces)

@ Default

Customize by feature

Increase privilege levels on a per feature basis. Some features might be hidden by the space or affected by
a global space privilege.

Feature Privilege
(@ Discover

[73 Visualize

&7 Dashboard

(? Dev Tools

14l Advanced Settings

2. Index Pattern Management
&P Saved Objects Management
4= Graph

= APM

£ Maps

[ Canvas

X Cancel




NETEYE: KIBANA CANVAS

[T
um w
WURTHPHOENIX
K . Canvas = [Logs] Web Traffic [} = K
C] ©CERd Manage assets  Embed object Workpad settings
.
Personalize your &

[Logs] Web Traffic

&) artifacts.elastic.co ¥ www.elastic.co #) cdn.elastic-elastic-elastic.org & elastic-elastic-elastic.org

workspace with :
COlorSI fonts and . 1 MACHINE [T REQUEST 0] GEO R

0S: win xp [elasticsearch/elasticsearch- ORIGIN COUNTRY: IN

more = RAM: 7.0GB 6.3.2.deb DESTINATION: CN > Element status
Add text and 46 . . m
images fo omsses (@) | I | |
visualizations T 56MEB

) BYTES
Pull data directly = TRANSFERRED LN

from Elasticsearch 234 (_

TOTAL VISITORS
Add filters

g8 [Logs] Web Traffic Page 1
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NETEYE: KIBANA REPORTING

WURTHPHOENIX

@ [~

KQL [ v Last1day rounded to the day Show dates C Refresh

FyliScreen Share Clone Edit

# v SHARE THIS DASHBOARD

[} + Adc
>~ Embed code >

[Fileserver] [Fileserver] - Events over time

& Permalinks >

35,000
winlog.evi Count @ Count
[ PDF Reports >
\\*\Folders 76,994
. 30,000
€9 \\"uat-Diz [} PNG Reports > 20,415
11,066
EOA : 25,000
\\*\uat-aos-storage 9,334
@ \WHHome 87M 20000
-
g S— 6,241 3
o
== 5,064 15,000
=
1
mmm 3,386
) - 2,805 10,000
. 1,370
« 5,000
n
@ Export: Raw & Formatted & I .I I
JAmimEnlicliln_ . ____ __ .  =EEEm o
® 2020-06-14 03:00 2020-06-14 09:00 2020-06-14 15:00 2020-06-14 21:00 2020-06-15 03:00 2020-06-15 09:00
@timestamp per hour
@ =
{g} [Fileserver] - Workstations and Users [Fileserver] - Users access
]
ﬁ [ ]
[ ]
]
.
L]
L]

—— ZVObO33;----—-
—_] JO[0[OK )
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NETEYE: KIBANA LENS

WURTHPHOENIX
K u Visualize = Create ® '
Save
EOSily Create ViSUOliZGﬁonS ® # ~  Search KQL [ v Last7days Show dates

e + Add filter

drag and drop from fields @

&=  kibana_sample_data_logs

=] New visualization ;142 Stacked Bar Chart
= QU Ssearch for fields [ X}
M kibana_sample_data_logs
M 8 () Fields filtered 0

Data summaries , Drop some fields here to start -
Preview of the data distribution | © ¢ ssentseywors © Oropa fsdhers

® # byt Y-axi

=axis
g anti "
&8 clientip © Drop a field here
1 1 1 1 = event.dataset

Switch between visualization ‘ . T

= extension.keyword
fypeS - © Drop a field here

= geo.dest

v geo.src

@

geo.sccdeﬂ
@ Lens is a new tool for creating visualizations = BETA
host.keyword
index.keyword Make requests and give feedback [
= BBip
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NETEYE: SIEM DETECTIONS

|
T w
WURTHPHOENIX
K . SIEM Detections = Signals (SIEM Detections) © El. e
q&\ Overview Hosts Network Detections Timelines Anomaly detection ~ @ Add data

The SIEM detection engine
performs technique-based | @ =)

. B v Search KaL v  Feb5,2020 @ 04:14:39.82 - Feb 5, 2020 @ 12:48:01.61 C Refresh
threat detection and alerts | 1 earc B | Fe 5 Fo

on high-value anomalies.

®  + Add filter

&
-
. Detections
Last signal: 6 minutes ago 4
&9 @
Out-of-the-box rules R | | 3
. o Signals (SIEM Detections)  External alerts E
developed by the Elastic A =
. S
security experts enable
rapid adoption. * Signals count Stackby  destination.p v
(’j Showing: 9,162 signals

L BNIYACYAVALY)

Y

400

350 ® 169.254.169....
300

v

_ . — :

’ 250 | — T | - B ==l ® 0000 0

Custom rU|es can be 100 II II 172.217.203.95 0
G . ® 1014207 0

{53 0

2o
°

oG

|

created for any data
® 10.142.0.2

formatted for Elastic
Common Schema (ECS).

02-05 05:00 02-05 06:00 02-05 07:00 02-05 08:00 02-05 09:00 02-05 10:00 02-05 11:00 02-05 12:00
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NETEYE: SIEM DATA ENRICHMENT

WURTHPHOENIX

Identity web services or vendors based on sl
known IP addresses

documents

Possibility to enrich data with information ingest pipeline
=

coming from Icinga (e.g. hostgroups, dissect oS index
custom vars) enrich < [ enrich |

' \ policy
This allows to create roles that are lowercase \‘,
based on this (multi-tenancy) Ll_/

O
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Tornado complex event processing
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NETEYE: TORNADO OVERVIEW

WURTHPHOENIX

l Tornado

&
S
<&




NETEYE: TORNADO DISTRIBUTED EVENT COLLECTIONS

MASTER
SATELLITE 1 mﬂ - SATELLITE 2

Tornado Collector

All communications are via TLS to assure
security and confidentially.

Tornado Collector

Nats.io is used as a communication layer

© Wiirth Phoenix ... more than software




NETEYE: TORNADO NEW OPERATOR

WURTHPHOENIX

NETEYE 4.11 NETEYE 4.12 (NEW OPERATORS)
" equals
" confains « NOT
= AND
" ne (notEquals)
= OR .
" containslgnoreCase
" regex

® equalslignoreCase

= gt If, ge, le




NETEYE: TORNADO USE CASE

WURTHPHOENIX

Email = Subject Yes
2B NOT ( containslgnoreCase (“spam”) >

© Wiirth Phoenix ... more than software



NETEYE: TORNADO CONFIGURATION

WURTHPHOENIX

Search ...

ﬁ/‘\

PHOENIX

ch Dashboard v OC

Processing tree

+ Add node

cee cee cee e Turned off
Bolzano

120 rules 120 rules

120 rules
e e see s Turned off
% Email
120 rules 120 rules 120 rules
Cisco Ubiquity Huawei Samsung Something

Rule set 120 rules Rule set 120 rules  Rule set 120 rules Rule set 120 rules 120 rules ’ .

© Wiirth Phoenix ... more than software




NETEYE: TORNADO CONFIGURATION

WURTHPHOENIX

Search ...

ch Dashboard v C

Open test window

Processing tree > Bolzano > Email > Huawei

Edit mode (:) W Discard changes / Commit changes . + Add rule

Show only active rules

Neactionlaunchpad nga Continue Ema Command Suspendisse eleifend mi sed lorem pretium sagittis. Donec scelerisque quis lorem at
I'm also arule cinga Ema mmand Lorem ipsum dolor sit amet, consectetur adipiscing elit. Suspendisse eleifend mi sed
Sample rule name cinga Continue Ema Adipiscing elit. Suspendisse eleifend mi sed lorem pretium sagittis. Donec scelerisque

nga Continue Ema Command Suspendisse eleifend mi sed lorem pretium sagittis. Donec scelerisque quis lorem at

Adipiscing elit. Suspendisse eleifend mi sed lorem pretium sagittis. Donec scelerisque

ue Ema Lorem ipsum dolor sit amet, consectetur adipiscing elit. Suspendisse eleifend mi sed

Neactionlaunchpad Continue Suspendisse eleifend mi sed lorem pretium sagittis. Donec scelerisque quis lorem at

I'm also a rule cinga Continue Ema Command Adipiscing elit. Suspendisse eleifend mi sed lorem pretium sagittis. Donec scelerisque

Neactionlaunchpad Co ue Ema Suspendisse eleifend mi sed lorem pretium sagittis. Donec scelerisque quis lorem at

Sample rule name nga Continue Command Lorem ipsum dolor sit amet, consectetur adipiscing elit. Suspendisse eleifend mi sed
PHOENIX

Neactionlaunchpad ga tinue En nmand Suspendisse eleifend mi sed lorem pretium sagittis. Donec scelerisque quis lorem at

© Wiirth Phoenix ... more than software
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GeoMap
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NETEYE - GEO MAP - UX IMPROVEMENT
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i Info (&3

Common Host Information

Hostgroup Name Group1

Host Geolocation 46.49808108382515,11.354809056414828

Detailed Information

Host Display Name (Case insensitive)
Host #1 Host Name

Host State

Host Display Name (Case insensitive)
Host #2 Host Name
Host State

Host Display Name (Case insensitive)
Host #3 Host Name
Host State

Host #1
Host #1
0

Host #2
Host #2
1

Host #3
Host #3
0

... more than software
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NETWORK VISIBILITY (NTOPNG)
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NETEYE: NTOPNG ENTERPRISE INTEGRATION

WURTHPHOENIX

M 182.20 bit
NI RRARRR 7 v S 4 o [2 Fiows & [ 41 0 ] 572 0 ] 72 Devices [ 5,445 Fiows Q  search s -
Traffic Dashboard
WAN: Top Local Talkers Actual Traffic  WAN: Realtime Top Application Traffic Network Interfaces: Realtime Traffic
17.07 kbit/s 1 @ IMAPS HTTP @ Guest Network
. . . ® Google TS Internal Network
High-Speed Trattic Analysis and Flow 2ol ecms raen o
116.55 Mbit's Office-Sensor
i 1 124.05 Mbit/s
Collection st
Interface 80 Mbivs
7.43 kbit/s P
¢ »
Settings ¢ ] 2.08 kbit/s 40 Mbit's
<p - 1.18 kbit/s ¥ |
Developer il il 0
399.5 bit/S 7~ 11:43:16 11:43:14
d
Help WAN: Top Remote Destinations Actual Traffic  WAN: Top Application Traffic Last Day Network Interfaces: Last Day View
View
N b M 1.’ . |. vty i v - T 11719 Mbit/s @ IMAPS HTTP @ Guest Network
ew SU Scrlp Ion. n Opng . ® Google TLS Internal Network
104.23 Mbit/s @Github Facebook ®WAN
80.25 Mbit/s Office-Sensor
5.16 Mbit/s P 95.38 Mbit/s
64 Mbiv's :
1.27 Mbit/s & somois
48 Mbit's 64 Mbit's.
919.43 kbit/s ™
48 Mbit's.
. 32 Mbiv's
723.38 kbit/s ™ 32 Mbit's
557.5 kbit/s ¥ IBAESS 16 Mbivs
0 [
11:45:00 22:46:40 11:43:50 11:45:13 22:46:40 11:43:56

O,
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NETEYE: NTOPNG ENTERPRISE INTEGRATION

NetEye™

/MQ

( (5 :
% :‘{‘ nBoxes

NetFlow v5-v9,

4 4. nProbes
k:“‘:“. J

~N

-
# Network

© Woirth Phoenix

IPFIX,
sFlow,
iFlow,

Q Devices
\_ J

... more than software

WURTHPHOENIX

Running on NetEye:
ntopng
nProbe in Collector Mode

nProbe listens for flows received from any capable
Network Device

ntopng listens for High Performance ZMQ Streams
of flows, collected by nProbe Instances

O,
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VMWARE DISCOVERY
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NETEYE: VMD - VMWARE DISCOVERY

WURTHPHOENIX

= Search oruse Quick navigation

Virtual Machine ~ Hosts = Datastores = C x Datastore ~ Events O x
. .
N eW Ve rS I O n V ] . ] . O Of ICI n g CIWG b2 Datastores Q Search " ds_bz_ax_u550f_00
d | h 22Tree v d _»
M S DB ‘
odule vophere
36 Datastores 400TiB
Status v Name Usage =
= 407.02GiB
v VeeamBackup_PBZBACKUPO1.wp.lan O — 3.60TiB
v ds_bz_auratix_u550f_08 EE—— ] E— 148.09 Gig
d . d f v ds_bz_ax_u550f_00 GEEEEEN IR T
De ICGfe | m port SOU rce Or ) R - — — _ :-] -
M M v ds_bz_ax_u550f_02 [ = -~ & &S:i=h )
I C | n g GWe 2 M O U e D | recto r Virtual Machine Size Usage On Datastore
4 . - AX 30811 6i8
v - — Tom 176.09 GiB W
20411 GiB
v crm_u5501_04 GEENNN o 11
166.126GiB |
v int_u550f_05 = 316.12Gi8 «
N " " M h . f | v ds_bz_int_uS50f_06 e 186.11 GiB C
]
ew “purge’ Mechanism for logs . - .
156.11 GiB LW
v ds_bz_int_u550f_09 o—— - 11.95GiB oEEE——
v ds_bz_int_u550f_10 [ = 127.206i8
111.736GiB
v ds_bz_int_uS50f_14 T
122.326iB
F. bl f d d v ds_bz_int_uS50f_15 —— — J202ai
|XeS pro em O OUT Gte v ds_bz_int_u550f_16 L
v ds_bz_int_u550f_18 G

Datastores
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UPGRADE PROCEDURE
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NETEYE: CENTOS UPGRADE

© Woirth Phoenix

%2> CentOS

CentOS 7.7.1908

WURTHPHOENIX

2 CentOS

CentOS 7.8.2003

Python 3 available by default
Many packages have got important updates

Upgrade

Further info:
https:/ /wiki.centos.org/Manuals/ReleaseNotes/Ce
ntOS7.2003

O,
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https://wiki.centos.org/Manuals/ReleaseNotes/CentOS7.2003

NETEYE: UPGRADE - FIRST STEP

WURTHPHOENIX

It works for single instances and clusters

/usr/sbin/neteye upgrade It checks prerequisites before upgrading:
* Health checks are successful
* Fencing is disabled (on clusters)
* Nodes are online (on clusters)

* Latest bug fixes are installed
0 ANSIBLE

It installs the new repo definitions
* The old procedure will not anymore work

© Wiirth Phoenix ... more than software



WURTHPHOENIX

WWW.WUERTH-PHOENIX.COM ok . )
WWW.NETEYE-BLOG.COM
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