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Value proposition
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Unified monitoring
Availability 

SERVICE LEVEL management

IT operation analytics
APM 

End2End

Unified Monitoring

Business Service Monitoring

Distributed – IoT – IIoT Monitoring

Datacenter Shutdown Module

Asset Management

Real User Experience

IT Operation Analytics

GDPR – Security
Log MGMT

siem

Service & Support
Service management

ticketing

Log Management

SIEM

Jira Service Desk

User Experience

Application Performance Management

on premises –Hybrid – Cloud – Cloud SaaS 

Confluence

ITIL Consulting

Visual Synthetic Monitoring Alyvix

Anomaly Detection
ServiceDesk 

Forecasting - Prediction

Web Automation Monitoring Machine Learning

Anomlay Detection

Machine Learning

- Unified monitoring -
monitoring – Visibility - observability

Ops Genie
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Technology partnership
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Unified monitoring
Availability 

SERVICE LEVEL MANAGEMENT

IT operation analytics
APM 

End2End

GDPR – Security
Log management

siem

Service & Support
Service management

ticketing

strong technology partnership to drive innovation

monitoring – Visibility - observability



New Feature

§ New Login Picture for NetEye 4.12

§ SLM report: show only related objects

§ SLM Contracts should be multi tenant

§ Elastic update to the latest version 7.6

§ SIEM fully compatible with Elastic 7.6 X-Packs

§ Improve GeoMap drilldown to host details

§ Upgrade automation

§ Integration of ntopng for network visibility 

§ Tornado Negation and String Operators

§ Tornado GUI: Processing Tree Configuration

§ Tornado GUI: Rule Configuration from Web

§ Make Icingaweb2 Roles Tables searchable

Improvement

§ Update VMWare Discovery to latest version

§ Release Icinga2 2.11.3

§ Add indexes to icinga tables to boost performances

§ Add to the User Guide hints how to boost the performance of 
Elastic and NetEye 4

§ Pass command name variable to scripted dashboards

§ Update to latest CentOS Minor version 7.8.2003

Preview

§ Problem View Filter [ Technical PREVIEW ]
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NetEye 4.12
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Service level management
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§ Multi Tenancy 

§ SLM Report show related monitoring events
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Neteye: Service level management
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As an admin, I want that a NetEye user can see only the Monitoring Object and SLM configuration if his associated customer in SLM

§ Introduced the role level restriction
§ SLM Users can view one or more SLM Customers/Contracts based on his associated roles.
§ Filtering the Monitoring Objects in Availability Contract according to the role inside the SLM.
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Neteye: SLM multi-tenancy
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§ Show Host & Service which impacted 
the availability

§ Help to understand the events which 
have generated the outage
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Neteye: SLM REPORT
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Elastic stack upgrade 7.6
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§ Elastic Stack Features Platinum Subscription

§ Security 

§ Kibana Spaces 

§ Kibana Reports

§ Kibana Lens

§ SIEM detections

§ Elasticsearch data enrichment

§ Elasticsearch performance improvements
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Neteye: Elastic stack - 7.6.2
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Elastic Stack Features: https://www.elastic.co/elastic-stack/features
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Neteye: siem solution design 
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Tornado

Logstash

Kibana

Alerting Notification

Elasticsearch

Master Nodes (3)

Data Nodes (2+)

ML Nodes (2+)

Alerting

nBox
(nProbe)

NetFlow
IPFIX

Digital signed files for 
revision and integrity 

Workers (2+)

ODBC EVT / EVTX

WMI MSRPC

Beats Family

Agentless, with Agent (https://nxlog.co/blog/agentless-vs-agent-based-log-collection

ECS

Network 
Devices

https://nxlog.co/blog/agentless-vs-agent-based-log-collection
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Neteye: siem Solution design windows architecture
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Windows 
Servers

WFE
collector

Tornado

Logstash

Kibana

Alerting Notification

Elasticsearch

Master Nodes (3)

Data Nodes (2+)

ML Nodes (2+)

Alerting

Digital signed files for 
revision and integrity 

Workers (2+)

ECS

ECS

SATELLITE
ECS

ECS
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Neteye: siem security and elastic stack features
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§ Encrypted Communication – Date integrity
§ Role-based access control (RBAC)

§ Attribute-based access control (ABAC)

§ Field- and document-level security
§ Audit logging

§ IP filtering
§ GDPR Compliance

(See https://www.elastic.co/pdf/white-paper-of-gdpr-compliance-with-elastic-and-the-elastic-stack.pdf)

Elastic Stack Features: https://www.elastic.co/elastic-stack/features

https://www.elastic.co/pdf/white-paper-of-gdpr-compliance-with-elastic-and-the-elastic-stack.pdf
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Neteye: kibana spaces
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§ Organize dashboards and other objects in 
categories

§ Create a default space for users
§ Control over which features are visible in each 

space
§ Associate spaces to roles
§ Create a custom landing page for users



16

Neteye: kibana canvas
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§ Personalize your 
workspace with 
colors, fonts and 
more

§ Add text and 
images to 
visualizations

§ Pull data directly 
from Elasticsearch

§ Add filters
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neteye: Kibana reporting
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zv00033
yb00033
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Neteye: kibana lens
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§ Easily create visualizations 
drag and drop from fields

§ Data summaries
Preview of the data distribution

§ Switch between visualization 
types
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Neteye: siem detections
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§ The SIEM detection engine 
performs technique-based 
threat detection and alerts 
on high-value anomalies.

§ Out-of-the-box rules 
developed by the Elastic 
security experts enable 
rapid adoption.

§ Custom rules can be 
created for any data 
formatted for Elastic 
Common Schema (ECS).
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Neteye: siem data enrichment
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§ Identify web services or vendors based on
known IP addresses

§ Possibility to enrich data with information
coming from Icinga (e.g. hostgroups, 
custom vars)
§ This allows to create roles that are

based on this (multi-tenancy)
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Tornado complex event processing
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Neteye: tornado overview
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Neteye: tornado distributed event collections

… more than software© Würth Phoenix

Master

Satellite 1

Tornado Engine

Tornado Collector

Satellite 2

Tornado Collector

All communications are via TLS to assure 
security and confidentially. 

Nats.io is used as a communication layer
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Neteye: tornado new operator
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NetEye 4.12 (new operators)

§NOT
§ ne (notEquals)
§ containsIgnoreCase
§ equalsIgnoreCase

NetEye 4.11

§ equals
§ contains
§ AND
§OR
§ regex
§ gt, lt, ge, le 
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Neteye: tornado use case
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Email Event Execute script
Yes

Discard Event

No

Email à Subject
NOT ( containsIgnoreCase (“spam”) )
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Neteye: tornado configuration
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Neteye: tornado configuration
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GeoMap
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NetEye – Geo Map – UX improvement
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Grouped 
by host

More 
readable

User 
friendly
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Network visibility (ntopng)
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§ High-Speed Traffic Analysis and Flow 
Collection

§ New subscription: ntopng
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Neteye: ntopng enterprise integration
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ntopng

§ Running on NetEye:
§ ntopng
§ nProbe in Collector Mode

§ nProbe listens for flows received from any capable 
Network Device

§ ntopng listens for High Performance ZMQ Streams 
of flows, collected by nProbe Instances
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nProbe
Collector

nBoxes
nProbes

Network
Devices

ZMQ

ZM
Q

NetFlow v5-v9,
IPFIX,
sFlow,
jFlow,

…

Neteye: ntopng enterprise integration
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VMWare discovery
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§ New Version v1.1.0 of Icingaweb2 
Module vSphereDB

§ Dedicated Import Source for 
Icingaweb2 Module Director

§ New “purge” Mechanism for logs

§ Fixes problem of outdated 
Datastores
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NetEye: VMD – Vmware discovery
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Upgrade procedure
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Neteye: Centos UPGRADE
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CentOS 7.7.1908 CentOS 7.8.2003

Further info:
https://wiki.centos.org/Manuals/ReleaseNotes/Ce
ntOS7.2003

Upgrade

Python 3 available by default
Many packages have got important updates

https://wiki.centos.org/Manuals/ReleaseNotes/CentOS7.2003
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Neteye: upgrade – first step
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It works for single instances and clusters

It checks prerequisites before upgrading:
• Health checks are successful
• Fencing is disabled (on clusters)
• Nodes are online (on clusters)
• Latest bug fixes are installed

It installs the new repo definitions
• The old procedure will not anymore work

/usr/sbin/neteye upgrade
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www.wuerth-phoenix.com
WWW.NETEYE-BLOG.COM
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