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IT becomes crucial for the business
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IT Infrastructure events must be
addressed at ever-increasing
velocity

Cyber Security challenges:
ransomware, phishing attacks,
malware attacks, supply chain
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ITOpPpSOC

The amount of IT metrics that ITOps
needs to check is increasing
exponentially

Developers gain more influence on
ITOps (DevOps) but the accountability
still rests with the core IT

The amount of events and alerts
the SOC needs to keep monitored is
increasing




IT Operations Analytics
Security Operations Analytics

Method that allows to gather various types of data from an IT infrastructure and analyzes them to recognize
patterns and behaviors.
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NetEye provides modules with the purpose of gathering, processing, and analyzing the full spectrum of IT

operational data and to guide decisions, understand resource utilization and predict potential issues
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Monitoring

Check events to
achieve overall
health across
your IT

Detection

* Uptime

* End to End

* Correlation

* Visual Synthetic Robot
* Server; Storage

* Network

© Wiirth Phoenix

Observe metrics to
identify potential
resource saturation

Telemetry

* Performance

* Scalability

* Cost Management
* Trend Analysis

* Forecast

* Anomaly Detection

Use trace data to get
full application
insights

Insights

* Identify bottlenecks

* Response time

* Incoming requests

* Queries - Errors

* External http(s) request
* Real User Experience

SIEM LOG

Collect overall log(s)
to get full visibility of
your IT

Visibilii'y

* Event correlation

* Threat Detection

* Anomalies

* Behavior driven alarms

Service
Management

Be smart based on
monitoring data to be
pro active and
automate remediation

Continuous
Improvement

*SLA

* Incident management

* Monitoring data to learn
* Pro Active

* Postmortem report

NetEye Unified Integrated Approach
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NetEye
‘ Reliability
v' RHELS8
v" High Availability
v" High Availability cross datacenter

Security

v' OWASP Applicaton Security - OSS

v DevSecOps - Cl/CD - Burp Suite Enterprise
v Supply Chain - signing RPM

Scalability
v’ Distributed Deployment
v" Scale out physical node On Prem
v" Scale out virtual node Cloud laa$S
Cloud Saa$
Multi Tenancy

Usability
v UX Automation
v" Carbon Design NetEye Extension Pack
v' User Guide

Release Upgrade
Ansible
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NetEye Extensions Pack

https://siwuerthphoenix.atlassian.net/jira/dashboards/ 10903

JRA | Yourwerkv Projectsv Fiters~ Dashboardsv Peoplev Pla Insight ~ Apps Create

NetEye Extension Packs - Issues

€9 Refresh @ Edit #
Heat Map: NetEye Extension Packs A 00 Two Dimensional Filter Statistics: NEP - Public Issues (Unreleased) 2400 W
Status Epic Story Sub-tas Tsk ™
‘ O m I ' \O I ] DISCARDED - WONT 1 0 0 0 0 1
hyvize H Centreon Plugins Base DBMS Base DBMS Firebird DBMS MSSQL DBMS MySQL DEMS Oracle DEMS PGSQL
. . . PENDING 1 0 1 0 1 3
Documentation s« MONITOTNG COre wummnsien mensains s vensoingno nee s e R — 1 1 1 ) : ;
NEP Setup NetWOIrk BaSe i crson s nasercscosusen nsoncocomc v ot aese wesorom s nesere oo 0 « « 5 ! &
Network Kemp Load Balancer N M Network PaloAlto Firewall Network Sophos Firewall Network UPS Notification Base Notification Email Notification Opsgenie Notification PhoneCall N PROGRESS 4 0 4 0 5 13
Notification SMS NRPE Bace Redfich Ruckus AP Server DNS Server Email Server NTP Storage Base Storage EMC Storage IBM Storage Netpp Storage QNAP VmiWare API VmWare VMD
Windows Active Directory Windows cinga Powershell Base Windows Server Exchange Window AN No component ToDO 0 1 12 11 19 43
There are 54 distinct "Components’ values in 295 Issues DONE 63 1 15 39 98 216
@ 2 minutes ago Total Unique lIssues: 70 4 34 56 131 205
Grouped by: Issue Type Showing 7 of 7 statistics.
Jira Road Map: Next 90 Days (Until 06/Dec/2022 13:06) AN
0 2 minutes ago
®  NetEye Extension Pac) 30/5ep/2022 0000 —
1 of 61 issues resolved.
®  Netfye Extension Pecl 30/Now/2022 0000 I Filter Results: NEP - Public Issues (Unreleased) 2000
0 of 14issues resolved. T Key ey P Components Fix versions Affectsversions  Status Development
€ 2 minutes ago B NEP-336 Nagios Plugin perl deprecated ~ Monitoring Core  NE-4.25 IN PROGRESS 1 commit
NEP-335 Prepare basic integration with VMD 1.4+ VmWare VMD NE-4.26 DONE MERGED

Filter Results: NEP - Public Issues (Released) Eye’® UserGuide

e Version 4.25
T Key Summary

Nagios Plugin perl deprecated

Introduction

missing menitoring for VMD modul

Getting Started ¥ A
Iinga2 service not runs on Single N R \ - ctension Packsl

Nef *
Rt ! - ot J Introduction to NEP

Prepare nep-vmware-api for VMD

Nagios Plugin perl deprecated

Host template nx-th-snmp-ups ass| : . Introduction to NEP
e v Introduction to NEP

What are NetEye Extension Packs?
Adjust Labels for Fields for vmware. Response

B i NetEye helps you take care of several aspects of IT Service Management, from dnaicea baind NERs
emove

m user guide bitbucket 5
NetEye Extension Packs monitoring to log analysis and asset/resource management, with a free form appro The fundamental unit: NEP
20 Provide check_vmware_snapshots Introduction to NEP However, because of its wide range of features, building and maintaining an efficient Package

design can become quite challenging: Package management
« What's the best layout for arranging objects, reducing both the initial
implementation effort and future management effort?
* Does the chosen strategy allow for easy management of each object’s lifecycle?
* Can the chosen strategy easily and efficiently accommodate future growth, in

terms of number of managed objects and of new functionalities?
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Every day, we at Wuerth Phoenix deal with these guestions, and our accumulated hff o S .
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https://siwuerthphoenix.atlassian.net/jira/dashboards/10903
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Cyber Security
SIEM - LOG

Discover the attack surface and keep it
monitored over time.

Exposure assessment

* Monitor the exposed attack surface
* Cyber Threat Intelligence - Dark Web
* Collect Indicator of compromise

satay®

SEARCH ALL THINGS ABOUT YOUR ORG

Collect overall log(s) to get full visibility
of your IT

Visibility

¢ Event correlation
¢ Threat Detection
* Anomalies

* Behavior driven alarms

NetEye™
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FLOWS - EDR ronsovaore
‘ ‘ gangs sites

Telegram
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data breaches
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| CUSTOMER

RED
TEAM

/
Red Team simulate
attacks vs sources

/

Monitoring Perimeter: events
sources (fw, webapp, AD,
netflow, EDR, XDR, loT,

O

—

SATELLITE #1

SECURITY OPERATION CENTER

Competence Center

1
(maintain inftastructure)
1

sataye
AN

Cover Recon Phase

M

satellite(s) send events

Blue Team can gather

lloT...) ‘ o J < additional data from
target host through Icinga
SATELLITE #2 foradeeperandlysis /'/
/ TiCkets
NTO PN G & Playbooks
Network based Cyber /
Security Alerts
A ATLASSIAN
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Preparation

Activity

Blue Team recognize
Attacks and write
Detection Rules
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SOC Attacker Centric - Wuerth-Phoenix X +

D P Initial Access Execution

10 techniques 7 techniques 9techniques 12 techniques

Acquire Infrastructure

Compromise
Infrastructure

Deploy Container

Develop Capabilities Hardware Additions

_ Exploitation for Client Execution

Replication Through
Removable Media

Trusted Relationship

Phishing for Information

Software Deployment Toals

MITRE ATT&CK MATRIX

FOR ENTERPRISE
COVERAGE
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ivileg Defense Evasion Credential Access Discovery
19 techniques 13 techniques 42 techniques 18 techniques 30 techniques

Application Window Discovery

Browser Bookmark Discovery

BITS Jobs
Cloud Infrastructure Discovery

Build Image on Host

Cloud Service Dashboard
Debugger Evasion

Browser Extensions

Forced Authentication
Cloud Storage Object Discovery
Forge Web Credentials

Deploy Container Container and Resource Discovery
Debugger Evasion

Escape to Host Domain Trust Discovery

Execution Guardrail Multi-Factor
Authentication
Interception Group Policy Discovery

File and Directory Discovery

Multi-Factar Network Service Discovery
Authentication Request

Generation
Implant Intemal Image

Password Policy Discovery

Peripheral Device Discovery

Pre-0S Boot. Indirect Command Execution

Process Discovery

Query Registry

Traffic Signaling Mediy Cloucl Compute
nfrastructure

System Location Discovery
Modify System Image

Metwork Boundary Bridging

System Network Connections
Discovery

Plist File Modification

Pre-0S Boot . System Service Discovery
System Time Discovery

Reflective Code Loading Virtualization/Sandbox
Evasion

Rogue Domain Controller =

Rootkit

System Seript Proxy Execution

Template Injection

Traffic Signaling .

Unused/Unsupported Cloud
Regions

Virtualization/Sandbox
Evasion

Weaken Encryption

selection controls Iayer contrals technique controls

8 ax B +HO

te e ¢t tm 7o mE o

C i C and Control Exfiltration Impact
17 techniques 18 techniques 9 techniques 13 techniques

_ Data Transfer Size Limits

Adversary-in-the-
Middle v

Communication Through
Removable Media

Data Encoding

Automated Collection Exfiltration Over C2
Data Obfuscation Channel

Browser Session Hijacking

Exfiltration Over Other

Clipboard Data Network Medium

Exfiltration Over Physical
Fallback Channels Medium

Service
Multi-Stage Channels

Data from Configuration
Repository

Network Denial of Service
Data from Information =

Scheduled Transfer
Repositaries

Non-Standard Port
Data from Metwork Shared

System Shutdown/Reboot
Drive

Data from Removable Proxy .4
Mediz o

Taffic Signaling

Web Service

Video Capture
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Don't build a black box, Start with less factors and
make the tool interactive gradually increase the complexity

Data-driven mindset is as ‘ Prediction is important, so is the explanation

important as data

Data is Human experience still
Feature engineering is matters to look at the
as important as model right metrics

Differentiate

fraining

realtime and

. e Human experience
Data quality analytics needs to be codified
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NetEye AlOps Platform Enabling Continuous Insights Across IT Operations Monitoring (ITOM)

Real-Time

Incidents,
and _
L Dependencies
Historical
And Changes
Data

Task Automation
Historical Analysis

< Ch Risk Analysi
Anomaly Detection .,

: : : SD Agent
. Performance Analysis Machine Learning Performance Analysis >

Big Data

Correlation and

s Knowledge Management
Contextualization

Platform >

<
Scripts
Run Books
Act >
(Automation) ARA

_ Recommended by Gartner
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