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Today we live in an a/lways on world




A world characterized by real challenges

Content is becoming Enterprise IT is becoming Cyber threats are becoming
harder to find more complex more sophisticated
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Beneath the surface
all of these challenges are connected to data

Data produced
daily by 2025

IDC: Global DataSphere and StorageSphere Forecasts



https://www.idc.com/getdoc.jsp?containerId=prUS47560321

Conventional solutions

anymore

Visibility

WHAT YOU NEED

Any + all data

WHAT CONVENTIONAL
SOLUTIONS DELIVER

Doesn’t scale

Response

Automate tasks

Mundane tasks only
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Security teams need a better way

Prevent attacks

e KNnown and unknown

e Pre-execution
ransomware

e« MITRE TTPs, advanced
threats

Detect accurately

e Minimal false-positives
e Rich entity context

e Coupled with critical
business context

Respond rapidly

e Ad-hoc correlation

e Seamless context
gathering

e Remote response actions
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'1 Elastic Security Extends to Cloud Released Cloud Security!

Expand cloud
security capabilities

Join forces with
build.security
Release and Cmd
Enable limitless Limitless XDR ’
data with in7.14
searchable °
Release unified frozen tier
SIEM + endpoint ’
security solution
SIEM exits °
beta
Join forces .
with Endgame
Introduce .
Elastic Security
Sep




Meet the Elastic Search Platform
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BEST PLATFORM FOR

Security

Search enables real-time,
holistic visibility for all SecOps

Search reduces dwell times
to minimize or avoid damage

Search facilitates real-time
detection and protection from
endpoints to the data center
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v Elastic Security

For continuous monitoring, automated threat protection,

investigation & response, & threat hunting

Detect

Prevent & Collect

Pre-execution prevention

1 Ransomware & malware prevention
via ML & MBR

1 Memory threat protection

Post-execution prevention

1 Ransomware protection via
behaviors & canary files

1 Malicious behavior protection

Collection
1 Kernel-level host activity collection

1 Network activity analysis

L)

@ Elastic Agent

Detections built and tested by Elastic
researchers and community: use
cases, rules, ML models

Advanced analytics, interactive
visualizations, root-cause analysis

Hunting and alert triage workflows

Insights, context, and guidance
embedded throughout Ul

Threat intelligence integrations

Fast and scalable search platform,
open data schema, on-prem to multi-
cloud

L Elastic Stack
-

Respond

Investigation & response workflows

Alert actions: email, Slack, SOAR &
ticketing platforms

Case connectors: IBM, JIRA,
ServiceNow, Swimlane

Simple custom connections

o Elastic Stack
]

Host inspection via osquery
Remote response actions

L)

@ Elastic Agent




Elastic Security Labs is on your team

—> Research global threat landscape and
advanced threat tradecraft

- Augment infosec teams with expertise in
specialized disciplines

- Build and test automated protections to
stop threats at scale

- Lower the analyst learning curve with triage
and investigation guides

- Contribute to the global security community
by sharing findings




WP Elastic Security

jo

O ne solut | on Extended detection and response

for all of your
o Continugus Investigation & Threat huntin
Security use cases monitoring - Response 9




‘1 Elastic Security

Continuous monitoring & eisic °s0

= . Security  Alerts ML job settings ~~ Add data

[E] ~ Search KaL fZ ~ Last 6 months Show dates

&  + Add filter

Ill

® Gain visibility across your enterprise

Trend Stackby event.action ~ Count Stackby  signal.rule.nan

® Gather information of any kind — cloud,

® modification signal.rule.name Count
@ files-encrypted Mal ted 2 089
M alware prevente ,
user, network, you name 1T
DLL injection 304
® Explore all of your data on tailored I
bitsadm executed as child process 8
7,562 alerts [l Fields g 5columnshidden & 1field sorted Full screen Additional filters ~  Grid view
Actions «J @timestamp ~  Rule ~ Risk Score w~  event.action ~  event.category ~  host.name e user.name e
._/" 35; oon @ 10:41:20.091 bitsadmin.exe executed as ... 73 creation malicious behavior... Windows Laptop SYSTEM
' gz ooo @ 10:36:19.969 Malware prevented 28 modification malware Finance Server admin
._/" 3-?-5 ooo @ 10:26:14.304 DLL injection 64 modification memaory protection Archives reilly.hunter

i

) @ Phishing investigation



‘1 Elastic Security

Threat hunting ® castic ~ © > O

. Security Network DNS @ Add data

@® e Anomalous network activity W

® Leverage petabytes of data, enriched iy amirle i i S
W it h t h re a t i n te I Query 264 Correlation Notes  Pinned 5

=@0 e @timestamp 1 2 message event.category event.action Event details
. . . M (e} . 00:27:29.802 = =
® Glean insights with advanced analytics s &
>_ auditbeat

<)

Session root @ mothra bound socket from

(32408)

fusr/share/auditbeat/bin/auditbeat -e -c /etc/auditbeat/auditbeat.yml -path.home Jusr/share/auditbeat -path.config /etc/auditbea

‘ U ncover threats you eXpeCted . and with result't| success QU Filter by Field, Value, or Description...
others you didn’t >0 X [, s @ 002731810 | i (o Fild Value

i (® 698261ns i, , @
2 root : v timestamp (3
- qoogecioticak | - e .00:77:01,340 9 Olev &) 00:27:29.802
=googie: c) @ 00:27:01.391
~ outbound : S501B i 6 pkts tcp i 1:02rKIk490FPWHMGR/+Ru4ZF3U30= i ioTY-
t _d®
Source | (86.43%) 433B i 3pkts , Destination nYBLJMagDUQOCXf
' c i Nt ¢ i (13.57%) 68B : 3 pkts L B f::802 2 .
. — auditbeat-7.9.0-
. index @
] i network ’ 2 - 2020.12.15-000001
> (g S i ) @ 00:27:31.819 o s { network_flow
®  _score O 1

5v of 5 1 (@ Updated now



‘1 Elastic Security

Automated threat protection

= . Security Alerts ML job settings Add integrations  Data view Alerts

[3] ~ Search x

Ill

Running process without a binary on disk

S+ Addfilt
- mer Apr 6, 2022 @ 09:21:28.533

® Thwart complex attacks with
ML and behavior analytics Alerts

Overview ThreatIntel[f} Table JSON

® Block malware and ransomware on every o
e n d pOint v Count Stack by kibana.alert.rule.name ~ 73 Running process without a binary on disk

kibana.alert.rule.name Count event with process Memory Compression, created high alert Running process without a binary
o on disk.
® Advance SecOps maturity to stop 78
This alert was found in 2 cases.
th reatS at Sca | e 55H Authorized Keys File Modification 7
Ransomware Prevention Alert 5 Highlighted fields View all fields in table

Field Value Alert prevalence (i)
host.name mgmt-win-1 3
Agent status Healthy
user.name SYSTEM 12
Z Columns T 1field sorted 789 alerts Ell Fields
. Rule type query 34
Actions - @timestamp ~ Rule ~ S
[ - - ] . MZZAWKSWsWWYZVUCF++++
S g oo Apr6, 2022 @ 09:21:28.533 Running process withouta ... hig  Source eventid +CVh 1
Ve 35-5 ooo Apr6, 2022 @ 09:21:28.532 Running process withouta ...  hig 0912FAB1328FBDOBBEGTES
. = ) i | BD1E511D0ES4E20BE5A0B
v &% oeo Apr6,2022 @ 09:21:28.530 Running process withouta ... hig DA4CDECFOTS19F8B20AFF
" gz ooo Apr6, 2022 @ 09:21:28.530 Running process withouta ...  hig

pe

D,
#  ® Anomalous host activity



‘1 Elastic Security

Investigation and response ® cosi rr

= . Security Cases Attempted workstation compromise Add data

) e s:_:::nsv ::::ed -?‘(rmalﬂts @ G Refresh case
Attempted workstation compromise ¢ 13 min. ago

® Expose unfolding attacks by correlating
diverse data d Devin added description 13 minutes ago s R— Reporter

Malicious macro in XLSX delivered via link in email to CFO g Devin
® Seamlessly access vital context | - . ,
Devin selected SIR as incident management system 13 minutes ago &
I | Rachel
o . r B I = & 6 2 D B @& Preview
® Respond rapidly with case management
Looks like we caught this early. Working backwards through email and network events to confirm. Incident management system &

and powerful automations sow SR

Urgency: 1 - High
Severity: 1 - High
Impact: 2 - Medium
Category: Software
Subcategory: Email

rly Push as SIR incident
g Mark in progress @ Add comment

~ Updated "Attempted
workstation compromise"

o
»

® Phishing investigation 24274536



A trusted solution across industries and geographies
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The Elastic Security Difference

Flexible data ingest and community
support, with no vendor lock-in

Investigate and hunt with a limitless
data store powered by market-
leading search

Reduce mean time-to-protection
with built-in prevention, detection
and response

Secure the endpoint and cloud
applications, or address customer
experience, from a single interface

Simplify deployment and
management with a single stack and
integrated workflows

Start simple and go big with
predictable and flexible licensing

@ elastic



Don’'t take

— Just our —

word for it




Gartner
peerinsights

customers’

choice
2021 ™

Named a Peer Insights
Customer Choice for

SIEM by Gartner

Overall rating of 4.6 out of 5 in 2021 Gartner Peer Insights
Voice of the Customer report for SIEM

Recommended by 98% of SIEM customers
(highest in the industry)

User Rating

“The solution provides fast and accurate insight across all the
different apps and systems. With the built-in functionality,
correlating events across the environment is really easy and
together with the rest of the stack our SOC can continuously
monitor, investigate, and respond in an intuitive and fast flow.”

— Technical Lead Security Monitoring in the Services industry

User Rating

“Displaced a number of legacy SIEM products, being able to
provide longer retention and a higher ingest rate.”

— IT Security Manager in the manufacturing industry

User Rating

"You can't beat the speed and price. Great experience especially
with how fast new features are being released. The search speed
Is incredible that no other product can compete with. Easy to
scale and easy to have 100% availability due to distributed
architecture.”

— Senior Security Analyst in the communications industry

'C .
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https://www.elastic.co/blog/elastic-security-recognized-customers-choice-gartner-peer-insights-report

Figure 1: Magic Quadrant for Security Information and Event Management
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https://www.elastic.co/campaigns/2021-gartner-magic-quadrant-siem

Recognized in the
Forrester Wave™ for XDR

The Forrester New Wave™: Extended Detection and
Response (XDR) Providers

—Allie Mellen, October 2021

THE FORRESTER NEW WAVE™
Extended Detection And Response (XDR) Providers

Q4 2021
Strong
Challengers Contenders Performers Leaders
Stronger
current
offering
A
Palo Alto Networks (- )
CrowdStrike ()
SentinelOne « + Bitdefender
McAfee
Cisco @ { ‘Elastic (~)VMware -Cybereason
- Kaspersky
Sophos(+)
FireEye@
Weaker
current
offering
Weaker strategy P Stronger strategy

Market presence”
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https://www.forrester.com/report/the-forrester-new-wave-tm-extended-detection-and-response-xdr-providers-q4-2021/RES176400

THE FORRESTER WAVE™

Endpoint Detection And Response Providers

Q2 2022
Strong
Challengers Contenders Performers Leaders
Stronger
current
offering CrowaStrike! - |

A
Recognized in the M
Forrester Wave™ for EDR oo emora S

The Forrester Wave™: Endpoint Detection And (*) Cybereason
Response Providers, Q2 2022

—Allie Mellen, April 2022

Elastic

(+) VMware Carbon Black

D FireEye ) Sophos
Fortinet®) = McAfee
()
BlackBerry Cylance 1
Check Point Software 1
Technologies
Weaker
current
offering
Weaker strategy - Stronger strategy

Market presence”



https://www.forrester.com/report/the-forrester-wave-tm-endpoint-detection-and-response-providers-q2-2022/RES176332

Thank You




