
SATAYO is on fire!



Coverage of the recon phase

Schema Lockheed Martin Cyber Kill Chain
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SATAYO IoC

MORE THAN SOFTWARE
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Data breaches 
investment

MORE THAN SOFTWARE

▪ Among the top 3 
platforms globally in 
terms of number of 
accounts

▪ Nearly 30 billion 
accounts, growing 
all the time

▪ Monitoring of 
sources as close as 
possible to the 
Threat Actor
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Jira / Confluence 
integration

MORE THAN SOFTWARE

▪ The security 
analyst's job 
generates a ticket

▪ The client has the 
ability to interact 
with the ticket

▪ Communication 
speed (and 
remedy...)

▪ Measurable KPIs



Jira / Confluence integration



SATAYO guide

▪ Documentation of 
all items managed 
by SATAYO

▪ Available online, 
for everyone @ 
neteye.guide



Sandboxes

▪ Monitoring of 
what is shared 
globally

▪ Brand monitoring

▪ Study of threats



Sandboxes



Log Stealer Market Place monitoring

▪ The number 1 threat at the moment

▪ Initial Access tactic coverage

▪ Continuous scraping of the major market places

▪ We have already avoided potentially devastating 

data breaches for our customers



3 major 
Market Place

▪ Russian Market 
(2 millions record)

▪ Genesis Market 
(450000 record)

▪ 2Easy Market 
(600000 record)



3 major Market Place
Genesis Market (450000 record)



3 major Market Place
2Easy Market (600000 record)
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Credit card Market Place monitoring 
Biden Market (2 millions record)



Initial Access 
Brokers 
monitoring

▪ forums scraping

▪ dorks (attackers use 
Zoominfo)
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Initial Access 
Brokers 
monitoring

▪ forums scraping

▪ dorks (attackers use 
Zoominfo)



Mitre Att@ck correlations
match of SATAYO items with Mitre Att@ck Matrix



Zoomeye / Censys
integration

▪ improve information gathering

▪ alternative / completion of the 
visibility provided by Shodan



Exposure Assessment Index Value
▪ creation of new metrics

▪ improvement of existing metrics

▪ metrics documentation



UI improvements



Our commitment to the community

▪ owners of deepdarkCTI project 

https://github.com/fastfire/deepdarkCTI

▪ owners of Sigma Rules Crawler project  

https://github.com/SimoneCagol/sigma-rules-crawler

▪ members of Curated Intelligence 

https://www.curatedintel.org/

▪ active contributors to dozens of open source projects 

(dnsrecon, OpenCTI, Holehe, …)

https://github.com/fastfire/deepdarkCTI
https://github.com/SimoneCagol/sigma-rules-crawler
https://www.curatedintel.org/
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C ONTACT US

www.wuerth-phoenix.com/en/contact-us

info@wuerth-phoenix.com

MORE THAN SOFTWARE



Thank you
Grazie Danke

#WEINNOVATE


