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Coverage of the recon phase

Schema Lockheed Martin Cyber Kill Chain
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Rows: 1-26/26 M 4 Page 1~ of 1 » M Records: 50 v ? X
Last Update URL STATUS # s ATAYO I o C
2022-10-24 01:00:58 Our DB Our DB 2

2022-10-24 01:00:58 https://raw.githubusercontent.com/QOrange-Cyberdefense/russia-ukraine_lOCs/main/OCD-Datalake-russia-ukraine_|OCs-ALL.csv 200 7802

2022-10-24 01:00:58 https://raw.githubusercontent.com/mitchellkrogza/Phishing.Database/master/phishing-domains-ACTIVE.txt 200 71226

2022-10-24 01:00:57 https:/phishing.army/download/phishing_army_blocklist_extended.txt 200 1592090

2022-10-24 01:00:56 https://phishing.army/download/phishing_army_blocklist.txt 200 155967

2022-10-24 01:00:54 https://blocklist.cyberthreatcoalition.org/vetted/domain.txt Unable to establish a connection. (0]

2022-10-24 01:00:33 https://zerodot1.gitlab.io/CoinBlockerLists/list.txt 200 276183

2022-10-24 01:00:30 https://www.botvrij.eu/data/ioclist.hostname.raw 200 23

2022-10-24 01:00:29 https://feeds.alphasoc.net/ryuk.txt 404 (0]

2022-10-24 01:00:29 https://gist.githubusercontent.com/BBcan177/4a8bf37c131be4803cb2/raw 200 17313

2022-10-24 01:00:29 https://www.botvrij.eu/data/ioclist.domain.raw 200 123

2022-10-24 01:00:25 https://api.abuseipdb.com/api/v2/blacklist 200 100000

2022-10-24 01:00:21 https://www.dan.me.uk/torlist/ 403 (0]

2022-10-24 01:00:14 http://charles.the-haleys.org/ssh_dico_attack_hdeny_format.php/hostsdeny.txt 200 52900

2022-10-24 01:00:14 http://www.ipspamlist.com/public_feeds.csv 200 6

2022-10-24 01:00:14 https://ssibl.abuse.ch/blacklist/sslipblacklist.csv 200 36

2022-10-2401:00:14 https://raw.githubusercontent.com/LinuxTracker/Blocklists/master/HancitorlPs.txt 200 872
2022-10-2401:00:14 http://blocklist.greensnow.co/greensnow.txt 200 5035

2022-10-24 01:00:14 https://feodotracker.abuse.ch/downloads/ipblocklist.csv 200 478
2022-10-2401:00:13 http:/www.darklist.de/raw.php 200 6040

2022-10-24 01:00:10 https://rules.emergingthreats.net/blockrules/compromised-ips.txt 200 875

2022-10-24 01:00:07 http://cinsscore.com/list/ci-badguys.txt 200 15000

2022-10-24 01:00:04 https://www.botvrij.eu/data/ioclist.ip-dst.raw 200 99

2022-10-24 01:00:04 https://lists.blocklist.de/lists/all.txt 200 20792

2022-10-24 01:00:01 http://reputation.alienvault.com/reputation.data 200 609

2022-10-24 01:00:01 https:/gist githubusercontent.com/BBcan177/bf29d47ea0439 1ch3eb0/raw/ 200 3074 WURTHPHOENIX




Admm Breach

Discover the attack surface, keep it e andm e ExPOSEd 313 0URr e, Resct prosctivelynarder o awoid expiots D a t a b I e a c h e s
{admin)

STV 27.307,593488 ] o
ror CEEED investment
Rows: 1-200/ 652 M 4 Page 1~ of 4 » m Records: 200~ ? ®
Logo Date Name 568 empty 568 empty 583 empty Mail Comment SEC4U [ Among The top 3
3=widespread 3=very critical 3=no element

platforms globally in

2= [ex. plaintext
1=not password]

wooss el 2 terms of number of
accounts

1=high
elements of

o = Nearly 30 billion
accounts, growing
. : all the time

- 2022-08-28 Wakanim - wakanim tv
“ 2022-08-25 TAP Air Port ugal - flytap.com

- e Bra nd New TUbe 7
brandnewtube.com
- 2022-08-08 Shitexpress - shitexpress.com

MOBILE 2022-07-04 La Poste Mobile - iapostemobile.fr

H 2022-05-21 QUEStiOﬂPrO-(:I..!':f.:i:::“[:-r:::- com
B - A

2022-05-13 Mangatoon - mangatoon.mob
-)FEerPm SERRVAGEY Fans-vaciwernfansor

2022-04-30 Fanpass - fanpass.co.uk

W
i
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=  Monitoring of
sources as close as

| possible to the

. i Threat Actor
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Resolved

Bl Market
only potentially critical & critical resources
Severity
hotspot.wuerth-it.com
hotspot.wuerth-it.com
hotspot.wuerth-it.com

fdvwurth.fr

Admin

Stealer

Vidar

Racoon

hotspotwuerth-industrie.com hotspot.wuerth-industrie.com

Deep Dark Web

ID
research Domain URL

4306 wuerth.de

@l Domain Link

-(6 Month old)

ID research

4317

https://searchcode.com/codesearch/view/17579611/

Title

Status Managed

Discover the attack surface, keep it monitared, and manage the expased data over time. React proactively in order to avoid exploits

{admin)

Active analysis for Wurth IT

Market
Genesis
Russian
Russian
2easy

Genesis

cambridge-pm-website - repo:
git://github.com/bjdean/cambridge-pm-

W Reporting Guide

ID

FAFE7DAGB27AA7BDE?1BFPEFFD473F24
4390458

4584997
1595338634886701e8355d7a8e76bfd8b?08b130ca

C2B2494F179E45271491C4E7E522207E

Author Content

Armin Zendron

website.git /old-site/archive/2004-
August/001094.html - lang: HTML - lines:

61

Domain Link

urth.se

Creation date

2022-08-29

Installed date

2019-12-29 18:59:15

2022-07-24

2022-08-06

2020-07-21

2022-09-2216:21:45

Domain

wurth.se

Updated date
2019-12-2% 23:53:39
2022-07-24
2022-08-06
2020-07-21

2022-09-2319:05:44

<A HREF="mailto:armin.zendron@wuerth.it">armin.zendron@wuerth.it</A>

Jira

Jira

m
-]
=

Clean lJira

Jira / Confluence
integration

= The security
analyst's job
generates a ficket

= The client has the
ability to interact
with the ticket

=  Communication
speed (and
remedy...)

= Measurable KPlIs

WURTHPHOENIX
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Jira / Confluence integration

JIRA Your work Projects Filters Dashboards People Plans Assets  Apps Create Q Search

Projects / WP Managed Service Prov... / WPMSP-1097

wp Managed Service Prov... Descriot i h @ b < e
Service project lescription

A deeper analysis on SATAYO evidences help us to classify the resources exposed on the bot related to we-online[.Jcom. Some of the findings are to be

considered CRITICAL for the infrastructure security.

@J Queues
SLAs ~

O  service requests GENESIS

Using SATAYO we detected the present of the log 7B034E8C77F92627192802CCCE2AB3DD on Genesis Market, posted on 11th October 2020. i :
A Incidents 6Sep 03:11 PM X Tlmg to first response

within 16h

@ Problems TECHNICAL ANALYSIS

h This log contains several credentials and cookies related to we-online[.]Jcom resources, even if the OS of the machine and all the other cookies and credentials Details ~
Changes
S suggest it is a personal computer. The number of compromised resources is 113.

\\

OBERATIONS The most critical service for which credentials were found is https://venus.we-online.com/. Assignee o Simone Cagol

Assign to me

Change calendar 1 https://venus.we-online.com/
2 Reporter .“ Francesco Pavanello
Q Alerts 3 "Login": sergilo.fernandes@we-online.ext .
) . Request Type . Case Notification SATAYO

4 "Password":

@-- On-call
. . .. . . .. . . Organizations None

We tested this evidence, and it is still valid, and no MFA is implemented for accessing the service.

KNOWLEDGE
Product Category Sl Satayo
lss8 Reports
L —

M Todos os ficheiros #* Sergio Fernandes + H Priority Highest
CHANNELS & PEOPLE

© Recentes 3 Due date None
O channels

= “ Favoritos
oo Microsoft Teams Contact Jira admin
fgd Customers =< Partilhas [ ome Tamanho Modificadc
<& partilhad tercei |
artilhado com terceiros B Bosch BT oKe ha um dia Components SI SATAYO
@ Clockwork Free
Request participants © corvin Schmid ) Tobias Beck

Checklist @ Add internal note / Replyto customer / Inform stakeholders @

© René Sander
Pro tip: press M to comment



Hostname

Hostnames are one of the starting points for SATAYO's exposure assessment analysis.
This page shows the hostnames found for the selected domain. Each hostname is
resolved and its IP is also displayed, along with the country of origin. If a suitcase
emoji appears next to an IP address, it means that it is part of a subnet block managed
directly by your organization. More on this can be found in the section Registry. If
interesting items were found within the hostname, they are shown in the table to the
right. Each row also has a score value, and more information about the scoring can be
found in the section Global Report.

You can click on each result to explore the item further. A brief description of these
subsections is provided below.

Vulnerability

This page shows the existence of vulnerabilities, identified by a CVE number and a

CVSS score, on exposed and domain-related resources. For the various CVEs, the link
to the U.S. National Vulnerability Database, maintained by the NIST, and an indication

weaknesses and vulnerabilities, is given. Links to existing exploits or PoC are also
available.

When you access this page from the Hostname section, you will only see vulnerabilities
related to the IP address you clicked on. Otherwise, you can access this section
directly from the menu, where you will see the data for every IP address within the
domain. Clicking on one of these IPs will redirect you back to the hostname section,
but limited to the selected IP.

Blacklist host

This page shows the presence of host names within blacklists. This situation can
compromise the provision of services and ruin reputations. If browsers or organizations
activate controls such as content filtering, the connection to the blacklisted machine
may be terminated or refused. Several blacklists allow users to request removal of

their resources after a reputation check of the exposed resource.

SATAYO Items
Hostname
Vulnerability
Blacklist host
Port
Unencrypted protocols
Interesting services
Web server NO SSL ports
Web server ports
Wayback machine
Technologies
robots.txt
HTTP methed
55L/TLS
Registry
Domain related sections
Domain suspicious
Domain correlated
Domani phishing
Domain similar
Domain tld
Potentially confidential data
File
Bucket
GitHub hot data
Mail server
Mobile Apps
Personal information sections
Phone number
General Social
Mail

Breached accounts

SATAYO guide

Documentation of
all items managed

by SATAYO

= Available online,
for everyone @
neteye.guide

WURTHPHOENIX



1 import "wt"
2
3 rule detect wurth documents
4 {
5 meta: an OoXesS
b description = "Detects any documents which contains Wurth information”
7 author = "Giacomo Giallombardo"
8 date = "2022-09-19"
9 strings:
10 $a= /\s(grass\.at|conmetallmeister|arnold-fastening|recanorm|we-online|wuerth-ag|wuerth-industrie|\ | Monitoring Of
11 $b= /\s(wuerthfinance|wurth-international)\s/1i
12 s$c= /\s{wue?rth)\s/1 WhOt 1S Shored
13 $d = /\s(confidential)\s|(internalisuse)\s/1
14 $f = /\s(vertraulich)|(fiir\sden\sinternen\sGebrauch)|(interne\sVerwendung)\s/i glObG”y
15 condition:
16 ( $a or $c or sb ) and ( $d or $f ) and vt.metadata.new file m d . .
i Brand monitoring
-___________________________________________________________________________________________________________________________________________________________________|
= Study of th
LIVEHUNT NOTIFICATIONS tU y o) 1. rthS
Edit ~ Sortby - Filter by =
Detections Size First seen
228CC7DB26FF8A8FADAA3BF6D18B219A2332C 2E9D7D564D96EECI6TTFCD23... detect wurth documents
- N 2022-10-%
© ® ) indb_tr.csv BRANDMONITORING 0/61 23.28 MB 20.19,0:
text confidential documents T
8966FB7996DFF55887025928BA98B02E 3A632AEDE281837C104548D11...
brand_protection_artifact_wurth 2022-10-z
FRFRESH. txt — -
©® BRANDMONITORING emails 0761 4.20 M8 08:21:01
text
EFCD319B311883D1A510BFA891924D9672114@B7C5698318E551DBE22BAAM... detect wurth_documents 202910
@ @  bt_blocklists BRANDMONITORING 0/61 29.71 MB 07_30,02
python confidential documents o -
WURTHPHOENIX
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Sandboxes

@
Sandboxes
Discover the attack surf . data over time. React p
{admin)
M 4 Page 1~ of 2 » m Re
Check Domain Time URL Snippet
Wirth IT 2022-10-2117:07:24 1,.COPY IN ANONYMOUS TAB 313936326173640D0A 6D 61726965 2E 65 1962asd.marie.e
wurth.fr 66806bb0d2c75d0440dabbd8602c1492e816838da5a45e416d53ad3f88027beb 62 65 72 *begin_highlight*40 77 75 72 74 68 2E 66 72 *end_highlight*3A 62 63 65 ber*begin_highlight*@wurth.fr*end_highlight*:bce
6C7649 5A380D0A 6D 61726B 6574 6D 616D IviZ8.marketmam
Wirth IT 2022-10-2117:07:24 1L.COPY INANONYMOUS TAB 616E7566616374757265723A 202020 20 anufacturer:
we-online.com 783ff5bee8%f898bfB71935c58e7688a1ad444f6613529c487fd87483601bd62 20 20 20 20 20 20 *begin_highlight*20 57 75 72 74 68 20 “end_highlight*45 6C 45  “begin_highlight* Wurth *end_highlight*Ele
6B 7472 6F E 69 6B 20 0D 0A 43 6F 6E 74 61 63 ktronik .Contac
646572737461 6E64206973206F 662061 derstandisofa
*begin_highlight*20 63 6F 6E 66 69 64 65 6E 74 6% 61 6C 20 *end_highlight*6F 72 *begin_highlight* confidential “end_highlight*or
2070726F7072696574617279206E 6174 proprietary nat
69 6365207368616C6C20616C736F 2062 iceshallalsob
65207472 65617465 64206173 *begin_highlight*20 43 6F 6E*end_highlight* e treated as*begin_highlight* Con*end_highlight*
*begin_highlight*66 69 64 65 6E 74 69 61 6C 20 *end_highlight*49 &6E 66 6F 72 6D *begin_highlight*fidential “end_highlight*Inform
6973204167 7265 656D 656E 74 2E 202041 is Agreement. A
6E 61 6C 6F 67 20 44 65 76 69 63 65 73 *begin_highlight*20 43 6F*end_highlight* nalog Devices*begin_highlight* Co*end_highlight*
*begin_highlight*6E 66 69 64 65 6E 74 69 61 6C 20 *end_highlight*49 6E 66 6F 72 *begin_highlight*nfidential “end_highlight*Infor
666964 656E7469616C 69747920 6F 66 20 fidentiality of
41 6E 61 6C 6F 67 2044 65 76 69 63 65 73 *begin_highlight*20 43*end_highlight* Analog Devices*begin_highlight* C*end_highlight®
*begin_highlight*6F 6E 66 69 64 65 6E 74 69 61 6C 20 *end_highlight*49 6E 66 6F *begin_highlight*onfidential “end_highlight*Info
2061636365737320746F2C2069 6E 2061 accessto,ina
6E 7920 6D 61 6E 6E 65 72 2C *begin_highlight*20 43 6F 6E 66 69"end_highlight* ny manner.*begin_highlight* Confi*end_highlight™
*begin_highlight*64 65 &E 74 6% 61 6C 20 *end_highlight*49 6E 66 &F 72 6D 61 74 *begin_highlight*dential *end_highlight*Informat
6E 736565202878292072657175 697269 nsee (x) requiri
6E 6720616363 65737320 74 6F *begin_highlight*20 43 6F 6E*end_highlight® ng access to*begin_highlight* Con*end_highlight*
*begin_highlight*6& 69 64 65 6E 74 69 61 6C 20 *end_highlight*49 6E 66 6F 72 6D *begin_highlight*fidential *end_highlight*Inform
20776974 68207265737065 63742074 6F withrespect to
*begin_highlight*20 43 6F 6E 66 69 64 65 6E 74 6% 61 6C 20 *end_highlight*49 6E *begin_highlight* Confidential *end_highlight*In
66 6F 726D 6174 69 6F 6E 206173 2074 68 65 formation as the
7369 6F 6E 2C 20 7573 65 20 6F 72 20 6B 6E 6F sion, use or kno
77 6C 65 64 67 65 20 6F 66 *begin_highlight*20 43 6F 6E 66 69 64%end_highlight* wledge of*begin_highlight* Confid*end_highlight*
*begin_highlight*65 6E 74 6% 61 6C 20 *end_highlight*49 6E 66 6F 72 6D 61 74 69 *begin_highlight*ential *end_highlight*Informati
3B 20 61 6E 64 20 28 69 69 69 29 20 6E 6F 74 20 ; and (iii) not
74 6F 2075 73 65 *begin_highlight*20 43 6F 6E 66 69 64 65 6E 74*end_highlight* to use*begin_highlight* Confident*end_highlight*
*begin_highlight*69 61 6C 20 *end_highlight*49 6E 66 6F 72 6D 61 74 6% 6F 6E 20 *begin_highlight*ial *end_highlight*Information
Wirth IT 2022-10-2117:07:24 1,.COPY IN ANONYMOUS TAB 302C30313631383732303437312C2C2C 0,01618720471,,
we-online.com dfeB8273667e0f68d88a67d43db41e80ec84h2e?d50fcc427deé1eb7caBb2cbé3 73616C 6573 2D 75 6B *begin_highlight*40 77 65 2D 6F 6E 6C é9*end_highlight* sales-uk*begin_highlight*@we-onli*end_highlight*
*begin_highlight*6E 65 2E 63 é6F 6D *end_highlight*2C 6F 6B 2C 6E 6F 2C 79 65 73 *begin_highlight*ne.com*end_highlight*,ok,noyes
Wirth IT 2022-10-2117:07:24 1,.COPY IN ANONYMOUS TAB 66 6F 637573222076 616C75653D 2277 69 focus” value="wi

we-online.com 9d96d0ea?3e2da8b3bbd38c0a3bbaa2fac80d38b99d0e3fd23593e0d8323b437 72656C 657373 2D 7361 6C 6573 *begin_highlight*40 77 65 2D"end_highlight* reless-sales*begin_highlight*@we-"end_highlight*



Log Stealer Market Place monitoring

* The number 1 threat at the moment
= |nitial Access tactic coverage
= Continuous scraping of the major market places

= We have already avoided potentially devastating

data breaches for our customers

WURTHPHOENIX



RUSSIAN MARKET = 0 = ] (@I $92.81

: ( J
@ fastfire
Stealer: System: Country: Links: [Upg i Search by mask m a I o I

. All All All x wurthit  x wuerth.it ONLY WITH COOKIES: [l
@ News 4 = 4
State ciy 2 arke II- ace
All All
4 4
— : =
@ Dumps ISP: Qutlook: Per page Vendor: Price: :0 - -
CJ RDP AL t 10 All Search
== 4 4
®) Newest Older.
ﬁ LOGS pre-order
Pre order

Sortable, M
My orders Stealer Country Links Outlook Info Struct Date Size Vendor ;E Action - R U SS I G n M G rket

esseshop.it | login.aliexpress.com | itopenprof.com | starsystemsrl.it | upgradeshop.it |
o de#t##iint S

Sicily L] .
P PayPal Racoon CJ l P: Fastweb ( ico.com | starsystemsicilia.com | accounts.google.com | accounts.google.com | = = B-#=archivezip  2022.10.20 0.26Mb Diamond] 10.00 Buy 2 I | | I O n s reco rd
i decathlon.it | Show more... [ ) g l I l
5 Pros

Sicily
L Vidar B3 l

L} Checkers INTERBUSINES

ebook.com | users.wix.com | portaleargo.it | lefrecce.it |

Mo####yf S

arers) 10 = Genesis Market

Monsterlog  $

- - mdarchivezip 20221004 0S2Mb o oo, Buy (450000 reco d)

ounts.google.com | 192.168.1.1 | amazon.com | login.libero.it - - o-#archivezip  2022.10.19 4.80Mb

Tools -r e
Racoon & Fastwe
pA

(] My Purchases

p.google.com | my:.

Piedmont Mo####yf S
”i’" Stipport Vidar 3 "r j. > ur.online | accounts.google.com | - - oA archivezip 20221016 1.91Mb [Diar:wnz] 10.00 Buy
d.it | accounts.rhino3d.com | Show more. k
€5 Eam money g Rheinland-Pfalz 5, th opera.com | auth.of com | chemie.uni-kl.de | wss.hochschulsport.uni-kl.de | Mottt s 2 E G Sy M G r et
Vidar CJ 7 " “ % m'—c;rex com | tumblir.com | au pera.com | fddb.info | lix.com | tumblr.com | Show - - -2 archiv »y  2022.10.16 0.20Mb l[D?;morr:\df; 10,00 Buy ( d )
-r i Mon##tityf S
i Fastwek - - .10.1 M
Vidar I3 ‘ 2022.10.15 0.20Mb (Diamond] 10,00 Buy
The Marches AAO;;;;W S
Vid l 5P- Netol - - arcl 2022.10.13 0.03Mb B
idar & ‘ darch [Diamond] 10.00 i/
Aol de###t#int S
- - archivezip 2022.10.08 0.69Mb
Redline CJ .r COAEOHE B s archive [Diamond] 10.00 2y
T Lombardy Mokttt §
T - - archive.zip 3 .29M ¢
Vidar O Bk archivez 2022.10.10 0.29Mb (Diamond] 10,00 Buy
Campania dettttttint
Racoon G i s = 20221008 024Mp SSFFHANL S Buy

2BUSIN om | Show — [Diamond] 10.00

carttinydea

Buy all logs from this page WURTHPHOEN"’X
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3 major Market Place
Genesis Market (450000 record)

. :
@ genesis $ 89.28 & fastfire~

# Dashboard @ & tome / Bots

i Genesis Wiki

Mews Bots

Extended Search Q

0 BOT NAME/ 4 -

N ESRESOURCES KNOWN / OTHER ~ COUNTRY/ HOST PRICE v [m]

7/ Generate FP

F Any v wuerthit Filter IF A
@ Orders
@) Purchases @ Y é’% £40 [1239 §0=239
$ Payments 8A229B8CBACODIF14 10329488 MAdobe + Ralphlaurenstore mitMail o
G Google B2 office365 @ instagram
€ Tickets 0221017 17:23:47 ¥ BancoPostaPrivata B Linkedin BEbay 151.84.. 35.00 g [m]
2022-10-18 16:02:43 Nexi N netflix Live indovelile 1~
<® software Qvodafone Qurs 1BLBanca known 55
& Profile www.alisultevere it www.modeltoy.it other 184
13 Invites G %(g(-g £90 [410 0= 410
® Logout ac.
ogou N26 B Linkedin TIMBusiness nr
ve N Netflix GGoogle 151.66.. =
2022-09-14 14:43:34 29.00
gzazz 09-1519:12:33 =timicall Buidistore ¥ Dropbox Windows 10 & =]
%0 - - Qvodafone B®wishstore W asus Enterprise =
®@rinterest W Twitter Amazon ..known 98
com.andriensis.iconsumi com.android.email ..other 312
@“\QP 90 @312 @0=312
Y vahoo Amazon @ TripAdvisor
 Tuitter & Applestore Findomestic nr
i 2022.08-28 18:47:35 K Kickstarter Libero Pormhub USLFL 3100 § 0
2022-08-28 19:10:23 @mEGANZ ManomanoStore - sonyEntertainm. Windows 10 Home o
nstagram # Alibaba Vvista... -known 69
cedacri.mobile.bank.crbolzano cedacri.mobile.ba. .other 243
@ﬁ(g% =0 Q70 Po=70
G Google Eiracebook Zoom I
B Linkedin Office365 Atlassian 151.63. -
# BancoPostaPrivata ® zalandoStore Amazon Windows 7 B0 X O
2022-08-28 19:09:02 ive Findomestic -known 18 Enterprise L
com.app.day com.contextlogic.wish
com.netflix.mediaclient .other 52
@“1"‘)@ . 98 [1382 @0 =350
Prayral S spotify FattureinCloud
20211001 06:41:40 N Netflix Instagram Libero 2580 o
20211102 19:55:38 O Sioyeun EMllp Elracebook Windows 7 Home ﬁ
2 ez e ®HPconnected Manomanostore Vvistaprint Premium
x Biebay Zoom known 94.
com.contextlogic.home com.getyourguide... .other 296
@“\%@é =0 H64 Po=64
& AppleStore Eiracebook Eoffice3ss

15.60

GGoogle B Linkedin

mitMail
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3 major Market Place
2Easy Market (600000 record

Language ~ 500 (O fastires3 ~

Main Page
(=)
Country Seller
Example - US username
Created Price
&
Find in logs
?
Type tag and press Enter.
Product List
* Seller Country Created Price Seller Rating Action
1 DarkSeller Italiy 21/10/2022 09:48 $52 —
Tags: 16-19.10.2022r Redline NO Crypto
https://forum.amicidellavela.it/member.php https: imytim.tim.it/authiregistrazione html https: neosair.it/AreaUtentill ne.aspx https/fwww.agv.com/it/iticheckout/ https:flecommerce infocert.it/webjportale/pechinnova-legalmail https:/selfcare tiscali.it/unit/ecarefit_password_change https e.nfocert rello https:/www.i login/ https:/www.ebay.it/signin/s https:/itp.enel.iticontent/enel-it/it/accesso-tp.html https:/webmailinfocert.it/legalmail/
https:/Awww.shopping24.ilsole24ore.com/sh4/catalog/checkaut/login jsp https:/www.acquaticlife. Pl https:/iservizi R {omepage.do IxshTPYBTFPnW3QsTylb5q.ew-slave L:server-slavel- 1 https:/login.aruba.it/auth/realms/pec/protacol/openid-connect/auth http:/iwww:.piccoleal it/it/autenticazione https:/fserviziweb2.inps. jsp https:/fwww farelazio.it/ https cessi.aruba.it/it/Change-Password
https:/Aww.webcolf.com, dil/calcolo-onliny to-colf-badanti.html https:/www.ufficiopostale.com/registrazione.php https:/faccount.live.com/ResetPassword.aspx https: www.sailservice it/shop/mio-account/ https:/www.centropescameli.com/index.php https:/fpagamenti.aruba.it/Home/Default.aspx https://sso.comune.roma.it/oamsso-binflogin.pl https:/icore.cedacri.it/CORE/main/LogenStandBy https: fwww.banggood.com/registerhtml https:/www.aquariumline com/catalog/create_account.php
https:/support.nexyiu.com/Account/Login https: fservi 1ome/login.do https://apptuctempo.c .php https:/fhudsonmarine.co.uk/myac https: X /s https:/fwww.amazon. 1 https:www.c om/login https://secure2.store.apple.com/it/shop/signin https:/auth.services.adobe.com/it_IT/ideeplink.html hittps:/fcore2.cedacri.it/CORE/03440/CredPassword https:/ihb.cedacri.it/hb/authentication/login.seam

https:/vww.magellanostore it/showresetpassword/3bf41c3b516cf37 86359117837 4b13ac44b2ad af3dc29a4b3a11708b19f https: fwww.jeckerson.comicassal hitp: ww.swdistribution.buffetti.it/ https:/www.fallcoweb it/login.php https:/imanagehosting aruba.t/areautenti.asp https:#faccounts.google.comfAddSession https:accounts.google.com/ServiceLogin https:/posteid.poste.it/registrazione/registrazione:shtml https:/ffamily.axioscloud.it/Secret/RELogin.aspx https:fwebmail pec.itflogin.html

http:/www.modettoy.itflogin. php https:/www.crihelmetdesign.com/shopicheckout/ https:/isporteliood: .isharedoc.it/sportello/app hitps:/www jeniopesca.com/ https:/visurita.com/sign-in hitps: faccounts.google. i gefpwd httpsiiwwiw k.it/login/ hitps:/imyghl.com/GHLConnect/ https:/iservizionline.enac.gov.it/registrazione-nuovi-utenti https:feshop.wuerth.it/is-binINTERSHOP.enfinity/ WFS/3114-B1-Sitefit_IT-/EUR/ViewRegistrationNewCustomer-Step2Submit

https://na.account.amazon.com/aplsignin https:fiwww.discoveryplus itfmyaccount/login http: arubat/ https tti.adm.gov. dex.pt ata https:/composite-rc-glid 4 4-012b-4fc3-bObb-687968fefBf1 sflseca256c060d2/ http:/fwww.refertiartemisia.t/alwebpren/alwebprensrv.dilfioginpaz
https://shop jonathan.it/it/customerjaccount/loginjreferer/aHROCHM6Ly9zaGOwL mpvbmFOaGFULmIOL210L 2VsZXROCm3uaVWNhL3NIcnZy'Y 28tY W5kaS LILWF]Y2Vzc29ya T hdHRyaWI1dGIfMTKIMzQ 1MSZhdHRya W) 1dGOfMzMzPTQ3MjkmYXROCmlidXRyXzMzNDOONzMzlmNhdDOXMTI4ITIDMTQA0CZwPTM%%2C/ hitps:/www.lamiabiblioteca.com/login https:fwww.inarcassa.it/idp/Authn/UserPassword https:/fitbanggood comflogin.html https:fiwww.next.t/ https:/ogin.live.com/login.srf

hitps:/fidmsa.apple th i hitps:/iclienti.talgas it/clientiregUtenteStep.action https:/www.opendotcomiitftelemaco-c ere.aspx https:/www.ipsoa it/ https:/www hacker-motor-shop.ci do.php https: dafone.it tente/fai-da-t PaginaUnicadiLogin html https:/wwwiislandparadise.iticlientildefault.asp https: fwww.bikester.itimyaccount/login.html https: fiwww.orange-marine it/autentificazione

htp: comfit_itleustomer/accountflogin/ https:/www. alltricks.it/il-mio-account https:/www dainese.comjon/demandware store/Sites-Dainese_IT-Site/it_IT/Adyen-ShowConfirmation https:/fservizi-online.italgas.it/aoljwelcome https://admin.aruba.it/PannelloAdmin/login.aspx https:/jposteid.poste.it/jod-login-schemafloginjsp https:/fihb2.cedacr.it/hb/authentication/login-OTP_PIN.seam https:/Aww .magellanostoreit/customerlogin https: fhome.cloudfinance.tfregister https:/www.d-flight it/web-

app/authentication/( gistration/robynet64) hitps:/fiam.inarcassa.it/idp/profile/SAML2/Redirect/SSO https://posteid poste.it/jod-login-schemallogin-authentication-failed jsp https:/www.santonishoes.com/iticustomer/account/reate! https:fwww.todarosport.com/10/accesso-clienti.htmi https:/www.svb-marine.it/login https:/login.aruba.it/authirealms/arubajprotocal/epenid-connect/auith https:/www.mygiftcard.iticustomer/account/login/

https:/fservizi iscossione.govitl iziWeb/home/loginCommerdialista.do https:/fihbnext.cedacri.it/home-banking-ng/public/login/ https:/Awwwiliad.it/account/ https:/user.nexyiu.comfregistrazione-cliente htmi https:/www.piscor.com/it-it/login https:/faccounts.conrad.comiuser-uiflogin https:/www.hoelleinshop.com/e-vendo.php https:www.forwateritflogin.php https:/www.odcec.romait/ https:/mww.ilsole24ore.com/ https:appleid.apple. i

https:/flogin.aciit/index.php https:/www.pescaloccasione.t/login https: /www.der-sl it/login https northsails. unt/ https: i t count/login https:/Avww.piquadro.com https:/shop,jonathan.itfiticy i {ROCHM6Ls LmpvbmFOaGFULMIOL2I0Lw%2C%2C/ https:iwww.amazon. 1in https .com/index.php hittps:/Awww tupassi.itMiroPren/

https:/www.quotidianc.ilsole2dore.com/ https:fiwebmail.aruba it/login.html https:/areaclienti.pec.it/ https:referti.clinicamaterdei.t/refertionline/ http:fwww.alisultevere it/admin/ https:/icore2.cedacr.it/CORE/03440/LogonStep https:/www.garmont.com/login https:/fapp.smartsheet.com/b/home https:flenigaseluce.com/ https:/www.rollawaycontainer.it/customer/account/login/ https:/fibk.nex it/ibk/web/desioerrorlogin https:/Awww.banggood.com/login.html https: /www.tumblr.comitegisterffollowricominciare-

sempre https://arefjalisloppet.se https:/webmail.aruba.itogin.php http: e it/area- -da-te/Common hitps:/www.monclick.it/Authentication https: comit/login https:/www.dropbox.comflogin https: phiauren. RLEU_Sterling-Site/it_IT/Account-RegistrationForm https:/nexyiu.mygiftcardsquare.it/login https:/hosting.aruba.it/hub-nuove-dominio-inserisci-datiaspx https:/fcdiesel.eu/account/register

https:/fprenoting.policlinicogemellitflogin https:/www.mattiperlapesca.comilogin https: fuser.nexyiucom/login.html https:fwww.cassaragion

1 hittps:/fer e https:Hlogin.wolterskluwer.eulasiwBedtresumelasfauthorization.ping http hittps:Awww.ch ghofer.at/simple-sign-up https:/fauSnhmzph.accounts ondemand.com/saml ‘mzph.account om https:www.enel it/itflogin https: fwebmailinfocertit/legalmail/appfisac/full-

pages-injecti new.html hittps:/fcaf-fenapi prontocaf.com/choam/areacaffacceditsid asp https:/fit garment.comflogin https:/fwww.pescareinliberta.it/login https:/www.amazon.it/ap/auth https:/isignin.ebay ISAPLdIl https:/idu ilsole24ore.com/Utenti/CambioP: d.aspx https: it/mio-account/ https:fwww.acquariomania.net/web/login hitps:/www. 100 1modellini it/autenticazione https:/iwww.piscor.itfbfac https://app.euplf.eu/
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Credit card Mar

Biden Market (2 millions record)

ket Place monitoring

WURTHPHOENIX

i= Cards

I=HOT Cards

A Base Auction

a Rules

FFAQ

% Tickets

i= Purchases

B Balance history

£ Setiings

Base Country Bank BIN Price range:
[Select filter] [Select filter] [Select filter] v $0 - $100
L ] [ ]
CVR range: Have address State card Brand
0% - 100% [Select filter] [Selectfilter] v [Select filter] v
[ ]
Phone Refundable Email cw
[Select filter] [Select filter] [Selectfilter] v v
City Card Level DOB
[Select filter] [Select filter] [Selectfilter] v v
Card Type Card Holders Name ZIP codes (line by line) BINs (line by line)
[Selectfilter] [Selectfilter] Enter ZIP codes line by line Enter BIN codes line by line
4 4
Seller Base CVR BIN EXP Info zip State City Country
seller15017 [02.11.2022] MIX MQ il 459 458052 05/2027 = i gE 2623435 HA NIA Israel
seller15017 [02.11.2022] MIX MQ II||| 45% 540659 04/2023 = ® =8 3075 RU Bemn Switzerland 2 18245 &
seller15017 [02.11.2022] MIX MQ Al 4s% 5181162 09/2023 =l i g T3G2S1 AB Calgary Canada 2 35605 =
seller15017 [02.11.2022] MIX MQ Il 459 533317 1112026 ] i gE 10154 T0 NIA Italy 2 21498 &
seller15017 [02.11.2022] MIX MQ Al as% 552489 08/2023 = 4 & gr T3K6L3 AB Calgary Canada 2 35605 &
seller15017 [02.11.2022] MIX MQ I|||| 45% 497203 09/2023 ] % & gE 42500 LE NIA France 2 16.385 ‘\_—_
seller15017 [02.11.2022] MIX MQ Il as9 497874 06/2023 = i gE 97438 ST NIA France 2 20478 &
seller15017 [02.11.2022] MIX MQ Al as% 533621 0212023 = 4 & gr T2H1B5 AB Calgary Canada 2 15355 &
seller15017 [02.11.2022] MIX MQ ,|||| 45% 480213 08/2023 = ® o g 42420 KY Henderson United States 2 13.35§ \'_'
seller15017 [02.11.2022] MIX MQ Il 459 516815 06/2024 = o & gF 260 51 EK Skéne Lan Sweden 2 20475 =
seller15017 [02.11.2022] MIX MQ il as% 552490 09/2023 HE e s T3E3Z3 AB Calgary Canada 2 35605 V5
seller15017 [02.11.2022] MIX MQ I|||| 45% 499001 09/2023 ] % & gE 75014 PA Paris France 220478 ‘\_—_
seller15017 [02.11.2022] MIX MQ alll 459 490836 042023 = o i gF 6723 sz NIA Hungary 2 8o0s W
seller15017 [02.11.2022] MIX MQ il as% 497378 1212023 I 93400 GA lle De France France 2 14245 5
seller15017 [02.11.2022] MIX MQ Il as9 492557 1212023 HE el 1400 SK NIA Norway 2 14245 ™
seller1s017 [02.11.2022] MIX MQ .|I|| 45% 532180 01/2023 = ® o8 2510 Do Komérom-Esztergom Hungary 2 14245 L
seller15017 [02.11.2022] MIX MQ il as% 542436 0712023 HE e s 172 BU NIA Hungary 2 35605 V5
seller15017 [02.11.2022] MIX MQ Il 459 532180 0612024 =l e E g 4130 DE Hajdi Bihar Hungary 2 14245 &
seller15017 [02.11.2022] MIX MQ il 459 428312 11/2023 = @ & gr 7700 Mo NIA Hungary 2 ge0s W
seller15017 [02.11.2022] MIX MQ Al 4s% 434960 0612023 =l i 1222 VE Genf Switzerland 2 890s =
seller15017 [02.11.2022] MIX MQ Il ase 429941 11/2023 = » i gE 4355 KV Rogaland Norway 2 16385 15

A asna~ ¥



e
P‘Awi.g 0 Forums ¥ What's new 2 Members fastfil'e B A Q

New posts  Find threads Watched Search forums  Mark forums read

Messages 30

Reaction score 4

Paints 8 ©Report 17 Like 4 Reply
Apr 6, 2022 < [0 #
AU $78 User Million sales company and partner to the sports and live entertainment industry
IN $734 Million User a global engineering company providing engineering products to customers in more than 87 countries across various sectors
US $699 Million User global provider of technology-enabled business process outsourcing solutions. The company provides omni-channel customer experience
management
CA %1 Billion User School Board is a school district that serves kindergarten to grade 12 students at more than 257 schools in the Region
UK $816 Million User provides public bus transport services throughout

[zmzEr IN $321 Million User Alliance Insurance Company Limited), a subsidiary of Finance
Mar 1, 2022 IN $150 Million User PC It provide end-to-end IT services and solutions in India

Messages ap  MX 38 Million User Group is an international industrial development firm with more than 30 years of experience developing Industrial Parks and Industrial Buildings

Reaction score 4 L Lzt Lo

‘ BR $100 Million User provides Hosting and Cloud Computing with quality, efficiency and above all safety for the business of its customers who are 24 hours online.

Points IT $13 Billion User manufactures underground and submarine cables and systems for power transmission and distribution, as well as medium and low voltage
cables
I
@ Report 15 Like 4 Reply
Apr 9, 2022 <= [0 #6
US Corp was founded in 1996. This company provides custom IT services and products. Their headquarters are located in Milpitas, California.
Revenue:
$1 Billion
IT the transport sector first and then in logistics
Revenue:
$29 Million

Member
Mar 1, 2022

Messages 30 &

Reaction score 4

Points ® Report 15 Like 4 Reply
Apr 13, 2022 < O #

Hanucan Tebe B TOKC

Initial Access
Brokers
monitoring

= forums scraping

= dorks (aftackers use

Zoominfo)

WURTHPHOENIX




NEHTA ~ NONbL3OBATENMA -~ FAQ PEKNAMA -~ FAPAHT

Initial Access
Brokers
monito ring éomanian.s

HDD-drive

Monwsosarens

Pervctpauwa: 14.06.2022
CooBLWEeHKA: 47 )
Peasuun: 5 Q}H&"lﬂﬁa

Fresh update 40 VNC's South Koreea
with full Admin rights , and clean
200%

work only with middle man

10.10.2022

= forums scraping

150 Fresh RDP's Mix Geo
All Admin Rights
All Rdp's Clean ( No Encryption ) 70% Asian Parts and rest EL/US

= dorks (attackers use
Zoominfo)

Romanians . _
HDD-drive 70%Admin Workgroups
30% Local Admin
| _
DermeTnaus:  14.06.2022 All Cames From Exploits ) So they are Unig NO BRUTE FORCE!
:J__H_q .0B. 47 The Rdp's Can pe also used for Sending Emails ( Direct Delivery / LocalHost / ISP . Smip Provider ) For inbox
Pearumm; 5

Prize 850% All 150 Rdp's

Also i have for Sell South Korea Machines POS terminals ( Maybe Big Corps ) i didin't checked
%200 1 Pos Terminal Windows With full Admin Rights
i Have 50-100 Pc's

Middle Man Accepted Any time

WURTHPHOENIX O ¥anoba




[Avg. 23-36 days] \ Initial ACCESS
3N - R Brokers

Compromising the m o n Ito rl n g

network

Listing access
on sale

Selling the
access

Y

[Avg.1-3 days]
: ®
¢ o 0 0 0 Dy o0 0 00 Deploying
> 3@ ransomware

= forums scraping

= dorks (aftackers use

® © 9O & ° o O o O O © 9 O " O 0 O 0 o »

Receiving ransom Zoom I nfO)
or
Publishing a victim SIS S S
that did not pay the
ransom
Negotiating with
avictim

WURTHPHOENIX



Mitre Att@ck correlations

match of SATAYO items with Mitre Att@ck Matrix

WURTHPHOENIX

|TRE ‘ ATT & CK Matrices Tactics ~ Techniques ~ Data Sources Mitigations ~ Groups Software Campaigns Resources ~
Blog & Contribute ‘ Search Q ‘
Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery a
Development Escalation Access Mov
10 techniques 7 techniques 9 techniques 13 techniques 19 techniques 13 techniques 42 techniques 17 techniques 30 techniques 9 tect
Active Scanning (a) Acquire Drive-by Command and Account Abuse Abuse Elevation Adversary-in- Account Discovery (4 Exploit
Infrastructure (7) Compromise Scripting Manipulation (s) Elevation Control Mechanism (4) the-Middle (3 Remot
Gather Victim Host Interpreter g Control Application Window Service
Information (4 Compromise Exploit Public- BITS Jobs Mechanism (4) Access Token Brute Force () Discovery
Accounts (g) Facing Container Manipulation s Interna
Gather Victim ldentity Application Administration Boot or Logon Access Token Credentials Browser Bookmark Spearg
Information (3 Compromise Command Autostart Manipulation (s BITS Jobs from Discovery
Infrastructure (7) External Execution (14) Password Latera
Gather Victim Remote Deploy Container Boot or Logon Build Image on Host Stores (s5) Cloud Infrastructure Transf
Network Develop Services Boot or Logon Autostart Discovery
Information (g) Capabilities ) Exploitation for Initialization Execution (1) Debugger Evasion Exploitation Remot
Hardware Client Execution Scripts (s) for Credential Cloud Service Service
Gather Victim Org Establish Additions Boot or Logon Deobfuscate/Decode Access Dashboard Sessio
Information (4) Accounts (g) Inter-Process Browser Initialization Files or Information Hijacki
Phishing (g n Communication (z) Extensions Scripts (g Forced Cloud Service
Phishing for Obtain Deploy Container Authentication Discovery Remot
Information (g Capabilities (g) Replication Native API Compromise Create or Service
Through Client Software Modify System Direct Volume Access Forge Web Cloud Storage Object
Search Closed Stage Removable Scheduled Binary Process (a) Credentials (3 Discovery Replice
Sources (g Capabilities (g) Media Task/Job (5 Domain Policy Throuc
Create Domain Policy Modification (2 Input Container and Remov
Search Open Supply Chain Serverless Account (3 Modification (z) Capture (4 Resource Discovery Media
Technical Compromise (3-}I Execution Execution
Databases (5) Create or Escape to Host Guardrails (1 Modify Debugger Evasion Softwa
Trusted Shared Modules Modify System Authentication Deploy
Search Open Relationship Process (4 Event Triggered Exploitation for Process (7 Domain Trust Tools
Websites/Domains (3 Software Execution (1g) Defense Evasion Discovery
Valid Deployment Tools Event Triggered Multi-Factor Taint S
Search Victim-Owned Accounts (4 I Execution (1) File and Directory Authentication File and Directory Conten

Websites

System
Services

External

Privilege

Exploitation for ‘
Escalation

Permissions
Modification o

Interception

Discovery

Use Al



censys

Q Hosts v £

Search an IP address, name, protocol or field: value

£ Services: 2.2B Virtual Hosts: 593.1M

(& IPv4 Hosts: 202.3M & IPv6 Hosts: 55.9M

ZoomEy® Home

Component Probe Discover Topics Business Shared ,Cooperano

Manual

searchTool ) 6)/|1tax Description | Search Config

Zoomeye / Censys
integration

= improve information gathering

= alternative / completion of the

visibility provided by Shodan

WURTHPHOENIX



Exposure Assessment Index Value worm e

= creation of new metrics
= improvement of existing metrics

" metrics documentation

ELEMENTS BY MACRO AREAS

This section summarizes the data, related to the domain, recovered from the various SATAYO research activities. The evidence relates to information gathering activities, active and passive, and is the
same that an attacker would carry out in the first phase of the attack. The following evidence therefore allows to simulate the point of view of an attacker, potentially identifying the areas of the
organization that already from a surface observation indicate vulnerabilities.

You can print the report (docx format) of the various evidences collected by SATAYO ¥4 The document is not ready yet Try later

DEEP & DARK WEB

INFRASTRUCTURE DATA, FILES & PEOPLE %

>/

ed protocols

Obsolete se

SL/TLS

I Vuinerability [N
B HTTP method Registry Domain suspicious
B Oomain correlated [l Comain phishing [ Domain similar
I Domaintid [ Mail Server

S,

I Decp & Dark Web forum i
File Deep & Dark Web message Deep & Dark Web other | Market
Sandboxes N ro txt [ Breached Accounts [l Paste

I Password [ Open Bug Bounty

p & Dark Web site
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Our commitment to the community

= owners of deepdarkCTl project
https://github.com/fastfire/deepdarkCTI

= owners of Sigma Rules Crawler project

https://github.com/SimoneCagol/sigma-rules-crawler

= members of Curated Intelligence

https://www.curatedintel.org/

= active contributors to dozens of open source projects

(dnsrecon, OpenCTl, Holehe, ...)

WURTHPHOENIX


https://github.com/fastfire/deepdarkCTI
https://github.com/SimoneCagol/sigma-rules-crawler
https://www.curatedintel.org/

< Fotocamera

Connect with us!

Get all our updates on your favorite social network!

Visit our website
wuerth-phoenix.com

LinkedIn

Get in touch with us!

YouTube

Check out our channel!

Follow us!

e www.wuerth-phoenix.com/en/contact-us

Twitter
Don't miss any of our tweets! i nfo@wu e rth'p h oe n iX. CO m

& grco.de

©
&
Instagram
0
@

\
\

MORE THAN SOFTWARE

| WORTHPHOENIX
\

© Wiirth Phoenix —
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