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omento degli acquisti per i Threat Actors!

Massimo Giaimo - Team Leader Cyber Security
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What is a log
stealer
malware?

Log (or information)
stealer malware is a
type of Trojan that
gathers data in order to
send it to the attacker.
Typical targets are
credentials saved in

browser profiles.

WURTHPHOENIX



Log stealer malware infection chain

WCIF!THPHDEN?X

= YouTube video on stolen account = software installation pages to deliver password-protected

: : : archives
= websites masquerading as blogs to deliver password-
protected archives = phishing emails
Link from the
YouTube video on YouTube video File transfer Password-protected
stolen account description service archive
Q & i E
I’C'Trl.l;.'.l':[_'?\}éllp;irn:'lﬂ The link redirects to a An archive is hasted G
sometimes o possword. legitimate file transfer service. O Es service.

The archive contains

an executoble file

The molware gothers
information from the The EXE embeds an r
infected host,

The matware exfiftrotes
collected dato fo the C2
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(Redline, Raccoon, legitimate one
Vidar, etc.)



Redline

= available from: February 2020 (on WWH Club and BHF forum)
= owners: Glade aka REDGlade
= Telegram channel: https://t.me/REDLINESELLER | https://t.me/redlinesupport new
= nationality: Russian
= otherinfo: 2241632 records on Russian Market
R Q (D ¢  Channelinfo X

3.338 subscribers

October 1, 2021

REDLINESUPPORT

Channel created 3.338 subscribers

July 22

REDLINESUPPORT
t.me/redlinesupport999

Link

Forwarded from Redline @
11 Panel features:

1) Displaying a list of logs with fields: ID, HWID, IP, OS, BuildID,

Country, LogDate, Comment ‘Q Notifications @
2) Assign a comment to the log

3) Save all logs to the specified folder.

4) Uploading logs to the specified location, with the required oD e
criteria.

5) Check the necessary cookies in the logs.

5) For each log in the panel, the following information can be B +2 Join Channel
viewed: '
a) system information T
b) Data from browsers ) 3 @

Report


https://t.me/redlinesupport_new

n Stealer

ACCOUNT

Raccoon

Time zone UTC+3 Europe/M... ~ Telegram bot Block explorers

Language JE English Chat ID:

o | = available from:

https://explorer.roninchain.com/address/

Change password Panel username 20/05/20 ] 9' Ve rSion 2 .O
All other s vill be closed . ttps://solscan.lo/account/
Download link L I . : from ] 5/09/2022

Logs only with cryptowallets
(on XSS forum)

® owners: @raccoonstealer on
Confirm new passy XSS forum

= Telegram channel:

https://t.me/miaranimator |
https: //t.me/qr33nl1ght

NEHTA NONb30OBATENN ~ PEKNAMA ~ FTAPAHT ~

Raccoon Stealer. We steal, You deal! " nationa ||fy U erIiniGn

acsoonsicter = other info: 997005 records

MpepcTasnAem pe3ynbTar Halleid MHoroMmeca4Hoi paboTel, perynspHbix 06HoB, thUKCoB 1 yny4leHuid! Mbl cTapTaHynu B anpene 2019 Ha exploit, wwh, xss u gp.
N30 .
01.04.2019 3a npolegliee Bpems Mbl NOTYYUIM HE Mano XOPOLUKUX OT3bIBOB M NMOCTOAHHO CTAPaeMcs AePHaTh Ka4ecTBO Hallero cepByuca Ha ypoBHe. on RUSS'O n MO rkei-, FBI
89

43 Software

' disclosure site on

* CofcTeeHHbIi ko, Haw 6una He SBnaeTca opKOM YXe CYLIECTBYOLWWX HA PhIHKE NPOIYKTOB.
* CTUNep HanucaH Ha C/C++. h // e 3 /h

* Haw Bung gact sam OTIMYHBINA OTCTYK NPU KaXA0M Nponvee, Befb EHOTa 3aMeyatoT equHKLbI aHTUBWPYCOB B YCNOBUAX JAMHAMMYECKOTO TecTa. Hps = raccoon.ICy. q oV o
* Raccoon coBupaeT: Maponw, Kyku 1 asTo3ano/IHeHUe U3 BCeX NonynsapHelx Bpay3epos (Bkntoyas FireFox x64), AaHHble CC, CUCTEMHY MHhOpMaLWD
* MpaKTUYECKM BCE CYLLECTBYHOLLME AECKTOMHLIE KOLENBKA KDUNTOBAMIOT, BKIDUAA Kowenek B Gpay3epe Brave u Kollenek-pacluimperne Metamask. me
* BCTpOEeHHbIRA 3arpy3umk haiinos.

* PaboTa Kak Ha 32, Tak W Ha 64-0uTHbIX cucTemax Des 3asucumocTei ot .NET.

* ®aiin Ha BoiXoge - Native x86 executable npocT B KpUNTOBAHWK.

* Private key, agpec reifTa v BCe 0CTaNbHble CTPOYHbIE 3HAYEHWS CUITBHO 3allndpoBaHbl.

* BONbLIMHCTBO CODPaHHbIX AaHHBIX CTUANED XPaHWUT B ONEPaTUBHON NaMsaTK, a He Ha AWCKe. . -
* [patGep daiinos. WURTHPHOENIX

* Moonnen Nng onHOMm WNW Heckonekknx chaiinoe © BOSMOWHOCTRED chneTOAIIAKY 00 2ANN0camM ConemyalivMed B nannonay 1 KvKkay



https://t.me/gr33nl1ght
https://raccoon.ic3.gov/home

Metastealer NN

= available from: 07/03/2022 (on WWH Club forum) = other info: from 150% (1 month) to 1000% (lifetime)
= owners: @__META__ = Telegram channel: https://t.me/METASTEALER__bot

Anonim_1748

[onb3oBaTens ApGuTpan @M AgpTolapanT (4 Pexnama [ NMomnwma

META Stealer

8 _META_ - ® 7 Map 2022

7 Map 2022

[NpeacTaEnA BALLEMY BHHMAaHHID cTHnep META

_META__ & dyurumonan, Kog, IMaxens - nomHocteio REDLINE STEALER. Co BCEMH CBOHMH 0OHOBaMH.

. ‘ . CofHpaeT Bce JaHHRIE, UTO H PeIaiH
Perucrpaia: 4 Map 2022

Coobwexma: 7
Peasugmm: 0
Ofume npogasar %0 TonkKo ¥ Hac Kpy4e, cTal uyHIle ¥ He3am3aHHbIH
DEmHe MoKy TIRH: 31,574

MosepTBoEaT: 30

+ Kpearop Gunga ( ABTOBHIIJEP onate B TEME)

1) YGpaH AHIIHHA PYHKLHOHAT M3 TaHETH
2) JoGagnena HacTpoiika cGopa paciumpennii ¢ Gpaysepa

3) [oGasnena knonka Reset default settings, koTopas no3s0MAeT BEPHYTL CTAHAAPTHBIE HACTPOHKH MAHENH, ECTH BAPYT 3TO NoHag00Hn0ck

4) TMounwen ctab
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Eternity

= available from: 26,/03/2022 = other info: 300%

= owners: @LightM4n on TG, @EternityTeam on XSS forum = Telegram channel:

) aslemaly: Usaisr https://t.me/EternityDeveloper+immagine eternity

Stealer s

Stealer - is a malware classification which steals passwords, cookies, . Fteenity Stecler. SRS
credit cards, crypto-wallets from a victim computer and sends them

l Big black cock

to you.
« Browsers collection (Passwords, CreditCards, Cookies, AutoFill, Tokens, History, Bookmarks):
Chrome, Firefox, Edge, Opera, Chromium, Vivaldi, IE and +20 more. !

» Email clients: Thunderbird, Outlook, FoxMail, PostBox, MailBird.

« Messengers: Telegram, Discord, WhatsApp, Signal, Pidgin, RamBox.

« Cold cryptocurrency wallets: Atomic, Binance, Coinomi, Electrum, Exodus, Guarda, Jaxx, Wasabi,
Zcash, BitcoinCore, DashCore, DogeCore, LiteCore, MoneroCore.

« Browsers cryptocurrency extensions: MetaMask, BinanceChain, Coinbase Wallet and 30+ more.

« Password managers: KeePass, NordPass, LastPass, BitWarden, 1Password, RoboForm and 10+
more.

« VPN clients: WindscribeVVPN, NordVPN, EarthVPN, ProtonVPN, OpenVPN, AzireWVPN.

« FTP clients: FileZilla, CoreFTP, WinSCP, Snowflake, CyberDuck. 1 .

» Gaming software: Steam session, Twitch, OBS broadcasting keys. Lp‘m ﬂﬂnﬂrﬂfﬂ _q'rﬂﬂlﬂr hl "Id

« System credentials: Credman passwords, Vault passwords, Networks passwords).

« Depends from .NET Framework

O B Il vimeo

Purchase (300%)




Prynt Stealer
1.779 subscribers

March 20, 2019
Channel created
) May5 |
nnel name was changed to «Prynt Stealer»

Prynt Stealer

o

Prynt Stealer
PRYNT SOFTWARE PROUDLY PRESENTS FROM THE CREATOR AND
DEVELOPER OF WORLDWIND:PRYMT STEALER

In along with a FuD Macro Builder to make it easier For
Spreading.Updates will get posted regularly in we private chat for
anyone who purchases the software.Functions

-Autofill

-Cookies

-Passwords

-Bookmarks

-History

-Credit Cards

-Steals Systemn INFO
-Install Application
-Running Application
-Screenshot
-Product Key
-Sets And Grabs Clipboard -Steals System Hardware info
-lp info and geoip location
-System based bssid location
-wifi Saved Password
Webcam Screenshot
-Useragent -Steals Information From Mail Clients -Steals
Information On FTP Clients
-FilezZilla

~ Advanced Stealer the sends logs directly to your telegram account
| from a encrypted bot that you create yourself. Has A Crypter Built

JOIN CHANNEL

Channel Info

Prynt Stealer
1.779 subscribers

t.me/PryntStealerl
Link

Motifications

1 photo

Join Channel

Report

Pryntstealer

= available from: 04/2022

® owners:

@FlatLineStealerOfficial

= other info: from 50% (3
days) to 200% (lifetime)

= Telegram channel:
https://t.me/PryntStealerl

WURTHPHOENIX


https://t.me/PryntStealerl

@vidar_supwwh [Vidar_Stiller]
3 subscribers

June 6, 2020

Channel created

@vidar_supwwh [Vidar_stiller]
OTAWUHLIA cTUNep coBCTBEHHOro NPOU3B0ACTEA, KOTOPLIA Bkl
paspaboTaH 4nA aBTOMaTM3aLMK MHOMMX NPOLECOB.

Mbi cobupaem:
AUTHY npunoxexus, Naponw Bpayzepog, Gains No BaLwmm
MyTAM 1 NapameTpam, CC, XoNoAHele KOLWenLKH, MNepenucky
TenerpaMmma, MCTOPUID CaMTOE.

Hawmwn npenmyulecTea:
1. BbICOKMIA OTCTYK W cTabunbHan paboTa Ha Brex cucTemax
Windows, kpome XP ;)

2. MOCTOAHHEIE HOBLIE 4OMEeHEl 40A BUNL0E, MeHsem pas B 3-4
OHA (CTapele ocTaTcA paboTocnocobHel)

3. CUCTeMa BaXHOCTW N0roe. Bel MoxeTe 0DaBnATs cEON MeTKU B
HACTPOMKaX, 8 MMEHHO A0B3BNTEL CATLI MW KYKM, KOTOPLIE Bam
OUeHL BaX(HLI 1 MPKW NOMYYEHWKW YCTAHOBOK C HYXHOW BamM
MHGOpMaUMeR, Bel CPa3y NONYUMTE ONOBELLEHWE B TEAEMPaM.
MHCTpyKUnA:

ECTs cvcTeMa MeToK. MeTKK - 3TO rpynnbl BaxXHbIX CalTOE, K
NPUMEePY Bel MOXETe cenaTs BaHkwm 1 KpunTa. B DaHkw ykaxuTe
Paypal.com, chase.com v gpyrue nnatéxHeble cucTemsl M BaHkw, a
B KPMNTY KPUNTOAWHKW TUNO binance.com u 7.4. NocTaente
yBeAOMNeHNA.

MpK NOABNEHMM HYKHbLIX NOrOE By 4eT yEe40MNATLCA B TENSTPaM,
a B naxeny noros ByAeT NOACBETKA ITUX IOTOB HYKHBIMK Bam
LBETaMK, KOTOPLIE YKIKWTE B HACTPORKaX.

rae ByAeT KNHYWMK, 3HAUMT BCTE NapoAks OT 3TOTO CalTa, a ecu
HeT KNKJKnKa 1 NpocTo nogceeunsaeTcs Ter URL, TO 3To Kyka oT
HY#HOMD CalTa.

Torv MOXHO COPTUPOBAaTE N0 BAXHOCTK, YenM BONbLLE BaXHBIX
NUHKOBE W3 MEeTOK COBMaAET, TEM Bhille YypoBeHk Nora

4. BUNZEp B 3AMWHKE. AKTYaNsHLIA Bung dbaina Bl MoxeTe
NoAY4NTE NPAMO B 3AMWH NaHenu.

5. MIHpOpMaLMOHHAA COPTUPOBKA NOroe. Bl MoxeTe
COPTWPOBATE MO YPOBHK BAXHOCT NOrOB, No KyKam. MoxeTe
20BABNATE NOMN B U3BpaHHOE 1 CTABWTEL 3aMeTki. MoxeTe
CKauaTh HyxHkle kyku Bpayzepa, wallet KowenskM cpasy, He
CKAYWEAR 3PXUB.

6. DYHKLUMOHANEHEIA HEPE2MAEHTHEIN N0adep, Bbl MOXETE
YCTAHOEWTE 3aMYCK HYXHOro eam $aina no NpaevMnamM MCxXoms M3
BALUMX METOK MW HYXHEIX BamM CTpaH

7. NMonyyate ncTopuio MHTepHeTa, Tenerpama.

B. ¥eegomnenua no Telegram BaxkHbIX NOTOE.

9. MpOoCToR NOWCK Naponei No MeTkam 1 noucky (Mo KAKKy MOXHO
YBWAETE Cpasy Naponi HyXHEIX CEPBNCOB, BCE peann3oBaHo Ha
AIAY. yTo vckoDseT eawy obpaboTey noral.

Channel Info

@vidar_supwwh [Vi...

3 subscribers

t.me/vidar_supwwih
Link

Notifications ()

1 shared link

Join Channel

Report

Vidar

= available from: 11/2018
= owners:

= otherinfo: 1642758
records on Russian

Market

= Telegram channel:

https://t.me/vidar supw

wih

WURTHPHOENIX


https://t.me/vidar_supwwlh

Telegram markets

WURTHPHOENIX

= independent sellers

* go here https://qithub.com/fastfire/deepdarkCTl/blob/main/telegram.md and search for 'logs'

FRESH LOGS OCT 27
A shanghaizao Stealer Logs
JeSSUS |Ogs N 1257 |OgS.I‘ar 5 FREE 10K LOGS REDLINE + RACCON STEALER - OCTOBER 2022 Stealer L
ARO K MR I8 shanghaizao e
. [OCT 25] 1600 LOGS REDLINE
\ ‘ shanghaizao Stealer Logs
1 .
o Jessus logs - 838 logs.rar
| Free REDLINE Logs 01-02.10.2022 (123
' o ] . shanghaizao Stealer Logs
/ = — 2000+ REDLINE LOGS - October 16, 2022 (12) e ln
; shanghaizao
| Jessus logs - 2093 logs.rar |
| 36 FREE REDLINE LOGS 20.10
| C )8: shanghaizao Stealer Logs
* CLOUD LOGS LIFETIME ACCESS [1005]
| shanghalzao Sellers Place
1700 REDLINE LOGS 03.10
shanghaizao Stealer Logs
1544 Logs Stealer From 10-13.10
shanghaizao Stealer Logs
Some Redline Logs 09-10.10 Stealer Logs
shanghaizao
875 logs REDLINED4.10 (1 2) Stealer Logs

shanghaizao


https://github.com/fastfire/deepdarkCTI/blob/main/telegram.md

Genesis Market NN

= 450000 record " log name format: 32 exadecimal chars (i.e.
. 7BO34E8C77F92627192802CCCE2AB3DD.zip)
® Invitation access

= can search for: bot name, name, domain, IP, country, OS, $
sell only logs
= Il only log

= available metadata: Links, Country, # of Resources, # of Browsers,

= deposit available in: Bitcoin BTC, Litecoin LTC, Monero XMR, Dashs installed Date, Updated Date, Ip (first 2 triplets), Os, Price Usd

= offer tools as Genesis Security Plugin & Genesium Browser = Online Support

%}’j\x genesis = $ 6288 &

| O Bots 450k+
O BOT NAME/ @~/ /O~ Zv BSIRESOURCES KNOWN / OTHER &=~  COUNTRY / HOST PRICE v O
/ Generate FP
Filter bot name Any v Filter resource name/domain: paypal, Filter IP/Country/OS  Filte
ﬁ Orders
0 0
Purchases @ * (& 10 [126 €0 = 26
$ Payments G Google EdFacebook
J4FA826EF77FAFA673A9BDFD570516E0 Leagueoflegends 10ESF’L ©
¢ Tickets M Orange ...known 9 I
did 2022-11-27 13:35:43 & Windows 10 7:00 § O
® Software 2022-11-27 23:15:49 itanos.pl naryby.onet.pl Education o
pl.ikariam.com tnttorrent.info
o Profile www.balmora.pl www.imetin.pl
...other 17
£} Invites



2Easy Market

WURTHPHOENIX

630000 record = deposit available in: Bitcoin BTC, Bitcoincash BCH, Dash DASH,
i . Dogecoin DOGE, Ethereum ETH, Ethereumclassic ETC, Litecoin LTC,
pald access Monero XMR, Zcash

=  sell only logs ) .
y1°g = can search for: Seller, Date, Country, Wordavailable metadata: Links,

* |log name format: prefix+unique numbers chars {i.e. Seller, Country, Installed Date, Price, Seller Rating
2easy_logs_651587.zip)

= Online Support + Telegram chat for updates

2EASY.SHOP Language ~  $32425 ()

& e Main Page
BE News

Country Seller
™ My purchases

Example - US username

4)  Support "

Created Price
&% Hire a Assistants & @ @
2 FAQ 0 g4 188 281 375

Find in logs



Russian Market

WURTHPHOENIX

5000000 record deposit available in: Bitcoin BTC, Ethereum ETH, Litecoin LTC

paid access can search for: stealer, state, ISP, System, City, Outlook, Country, Zip,

Links
sell logs, RDP access, PayPal accounts, credit cards

| : b orefixduni b hars (i.e. LOGID available metadata: Links, Stealer, Country, Structure, Installed Date,
ggérgﬂpe:g ;rFr)r;o - Preferinique umbers chdrs i-e. ] Size, Vendor, Price UsdOnline Support

RUSSIAN MARKET RS WO e gy e $ 44.81

Stealer: System: Country: Links: led Search by mask

All All All H .S T T P OMNLY WITH COOKIES: [l

@) News £ i 4 %
State: City: Zip:

B cw

All All

F | " |
Fes) o 100§
@@ Dumps ISP: Outlook: Per page: Vendor: Price: @ L ]
[ RDP ADSL Maroc telecom idomain.com 10 All Search
™ F | F
:c Newest Older..
& LOGS pre-order
Pre order
Sortable ]
My orders Stealer Country Links Qutlook Info Struct Date Size Vendor Price Action
g‘ Sharjah
ﬁ PayPal A ISP Emirates wiseuaq.99Ims.com | hbtuag.3%Ims.com | habitatschool 99Ims.com | hbtuag.99Ims.com | wiseuag.99Ims.com | . . Mo#asiyf S
Vidar _ ; : ; e ; ; = = -2 archive zip 2022.11.27 025Mb __. Bu
= elecommunications  hbtuag.99Ims.com | ajmalbiz | habitatschool.99Ims.com | discord.com | accountlive.com | Show more... # e [Diamond] 10.00 :
s, Caorporatior
[§ PROs
- Tinh Glong Thap 2 i £ 7 R - . % = AR
; g e violympic.vn | web.roblox.com | store.steampowered.com | login.live.com | duclinge.com | duclingo.com | o Mo##tityf S

5 2 r SP: Viettel A = = 4 - - i rchiv 2022.11.27 060Mb . Bu
] Checkers iz o Ill violympic.vn | account.my.games | azotavn | azotawvn | Show more... s archive zip [Diamond] 10.00 :
I'g'f Tools S Dangkok

B B [~



Autofills

Cookies

Discord

FTP
DomainDetecks.txt
ImportantAutofills.kxt
InstalledBrowsers.txt
InstalledSoftware.bxt

LOGID-4414860.zip

Passwords.txt

Userinformation.txt

R T

2 *

9 * Telegram: https://t.me/REDLINESELLER

L e g o e s ok e ek ok S ok e ok
11

12 Build ID: Demo

13 IP: 84.17.58.147

.
.
.
L1
.
.
.
.

14 Filelocation: C:\Users\biasi\AppData\lLocal\Temp\RarSFX1\xchotichee.exe

15 UserName: biasi

16 Country: IT

17 Zip Code: 20131

18 Location: Milan, Lombardia

19 HWID: EA33906ADOAB334A098685516FD2C5E8
20 Current Language: English (United States)
21 Screensize: {Width=1024, Height=768}

22 TimeZone: (UTC+01:0@) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

23 Operation System: Windows 18 Enterprise x64
24 UAC: AllowAll

25 Process Elevation: False

26 Log date: B8/5/2022 1:19:54 AM

27

28 Available KeyboardLayouts:

29 English (United States)

38 English (United States)

33 Hardwares:
34 Name: Intel(R) Core(TM) i7-5820K CPU @ 3.30GHz, 6 Cores
35 Name: Total of RAM, 65435.85 MB or 68614463488 bytes

38 Anti-Viruses:
39 Windows Defender]

R R R R T R e e s T e T T T "

14 3) Name:

16 5) Name:

Firefox Developer Edition, Path: C:\Program Files\Firefox Developer Edition\firefox.exe, Version: 104.0

15 4) Name: Google Chrome, Path: C:\Program Files\Google\Chrome\Application\chrome.exe, Version: 103.0.5060.134

Internet Explorer, Path: C:\Program Files\Internet Explorer\iexplore.exe, Version: 11.00.19041.1 (WinBuild.160101.0880)
17 6) Name: Micresoft Edge, Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe, Version: 183.0.1264.77

: 3
4* 1 N 1 AL [ | | * L
S5 110 1t rrrnd [ Y I B *
6* | _ <l I b b b
L S B I /1 R P W | |
5 * - o
9 * Telegram: https://t.me/REDLINESELLER *
10 FEERRAFFFEEARRFFHEARFFHFFERREHFFE R AR RE A EF
11
12 1) Name: Brave, Path: C:\Program Files\BraveSoftware\Brave-Browser\Application\brave.exe, Version: 104.1.42.86 g
13 2) Name: Mozilla Firefox, Path: C:\Program Files\Mozilla Firefox\firefox.exe, Version: 1083.8.1

1PDD:
2 [Amazon] amazon.com (6)
3CDD:

amazon.com (51), [GPay] pay.google.com 1|

4 [MONEY] zb.com (7), [MONEY] binance.com (292), [MONEY] huobi.com (1), [MONEY] kraken.com (5), [MONEY]
gate.io (21), [MONEY] kucoin.com (16), [MONEY] mercatox.com (15), [MONEY] coinmarketcap.com (30), [MONEY]
liquid.com (9), [MONEY] bitmex.com (8), [MONEY] coinbase.com (7), [PayPal] paypal.com (18), [Amazon]

4

— T 3 0 X 0

o

5

g *
9 * Telegram: https://t.me/REDLINESELLER

L e e ok ks ke ke e e e e e e e e
11

12 email: Ssurname$name@hotmail.it

*
*
*
*
*
*
*
*
*

] xkk T ————————

2 %

T —————

L

[
o

12 1) Adobe Creative Cloud [4.7.8.480]

13 2) Adobe Dreamweaver CC 2019 [19.8]

14 3) Adobe Genuine Service [7.7.08.35]

15 4) Adobe Illustrator CC 2019 [23.0]

16 5) Adobe Photoshop €C 2019 [20.8.0]

17 6) Adobe Refresh Manager [1.8.0]

18 7) Asmedia USB Host Controller Driver [1.16.36.1]

19 8) Bot Framework Emulator 4.14.0 [4.14.8]

20 9) Brave [104.1.42.86]

21 18) clickOnce Bootstrapper Package for Microsoft .NET Framework [4.8.09037]
22 11) Dokan Library 1.4.1.1000 Bundle [1.4.1.1008]

23 12) Dropbox [154.4.5363]

24 13) Dropbox Update Helper [1.3.583.1]

25 14) EaseUS Mobisaver for Android version 5.0 [5.0]

26 15) EaseUSs Todo Backup 13.5 [13.5]

27 16) Entity Framework 6.2.0 Tools for visual Studio 2019 [6.2.8.0]
28 17) Entity Framework 6.2.0 Tools for visual Studio 2022 [6.2.8.0]
29 18) Filezilla Client 3.55.0 [3.55.0]

30 19) Google Chrome [103.0.5060.134]

31 20) Google Update Helper [1.3.101.0]

32 21) icecap_collection_neutral [16.10.31306]

33 22) icecap_collection_neutral [17.3.32708]

34 23) icecap_collectionresources [16.10.31306]

35 24) icecap_collectionresources [17.3.32708]

36 25) icecap_collectionresourcesx64 [16.10.31306]

37 26) icecap_collectionresourcesx64 [17.3.32708]

38 27) Integration Services [15.0.2000.168]

39 28) Intel Security Assist [1.0.1.618]

40 29) Intel(R) Chipset Device Software [10.1.2.19]

13 confirm_email: $name$surname@hotmail.com

14 loginemail: a.S$surname@

15 A-b73c8bObB47e4606a81e2aa6676d7396.N-email: S$Ssurname$name@hotmail.it
16 buyer.N-last_name: S$surname

17 buyer.N-email: $surname$name@hotmail.it

18 A-b73c8bobB47e4686a81e2aa6676d7396.N-first_name: Sname

19 A-b73c8bobB47e4606381e2aa6676d7396.N-1Last_name: S$surname

20 wadsl-cov-address: $address

21 buyer.N-first_name: $name

22 takeaway_email: SnameSsurname@hotmail.com

23 A-7d64398151a7485b9f4f49a821de64fd.N-first_name: S$name

24 A-7d64398151a7485b9f4f49a821de64fd.N-Last_name: S$Ssurname

25 A-7d64398151a7485b9f4f49a821de64fd.N-email: S$Ssurname$name@hotmail.it
26 A-7Td67¢43a6994b129f91806e5beB898Ff.N-first_name: S$name

27 A-7fd67c43a6994b129f91806e5be898Ff.N-last_name: Ssurname

28 A-7Td67¢43a6994b129f91806e5be898Ff.N-email: S$surname$name@hotmail.it
29 prenotazioneForm.recapitiForm.email: S$surnameSname@hotmail.it
30 domandaAntAspiExtraInfoBean.email: $surname$name@hotmail.it
31 email-confirm: $surname$Sname@hotmail.it

32 calc_shipping_city: Trento

33 calc_shipping_postcode: 38123

34 address1: Saddress 17 Sopramonte, Trento

35 login_email: $surname$nameghotmail.it

36 address: S$address

37 custom-address: 8x10ed43c718714eb63d5aa57b78b54704e256024e

38 jform[emaill]: S$surnameSname@hotmail.it

39 billing_address_1: Saddress 17 Sopramonte, Trento

40 paemail: $surname$name@hotmail.it

41 firstNameComponentId: Sname

42 pinCodeld: 886394

43 email_address[email]:

44 billing_first_name: $name

45 billing_last_name: S$Ssurname

46 billing_email: SsurnameSnameghotmail.it

47 first_name: Sname

48 last_name: Ssurname

49 email-login: S$surnameSnameg@hotmail.it

50 lastName: $surname

51 firstName: Sname

052 email confirm: SsurnameSname@hotmail.it

] FhAkkkddhkkkdkkdkkhhhkk kb hhhkkk ke k kR ko k ok
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11

12 URL: https://www.xxxxxxxxxxxx.it/login
13 Username: *#*#%%%s%%

14 Password: $5$55555$

15 Application: Google_[Chrome]_Default

17 URL: https://www.xxxxxxxxxxx.1t/CM53/login.aspx
18 Username: admin

19 Password: $5555555

20 Application: Google [Chrome] Default

22 URL: https://www.xxxxxxxxxxx.net/autenticazione
23 Username: S$surnameS$name@hotmail.it

24 Password: $555555$

25 Application: Google [Chrome] Default

27 URL: http://xoxooxxxxxxx.i1t/CMS3/login.aspx
28 Username: admin

29 Password: $555555%

30 Application: Google [Chrome] Default

51| =

32 URL: http://www.XXXXXXXXXXX/areariservata/
33 Username: $surnameS$name@hotmail.it

34 Password: $555555S

3C Anmnlicatinn: Connle Trhramel NaefFanl



SATAYO - markets scrapers

We have developed scrapers able to monitor the 3 major market places (Russian, 2Easy, Genesis)search in OPSEC mode

WURTHPHOENIX

price: $10
stealer: Racoon

m v

220206 Russian-4719925 russianmarket.to installed_date: 2022-08-26 60 cshop. u
updated_date: 2022-08-26
system: Windows 10 Pro
country: DE
price: $10
stealer: Racoon

vy Q

2022-09-06 Russian-4750031 russianmarket.to installed_date: 2022-08-29 i u
updated_date: 2022-08-29
system: Windows 10 Pro
country: DE

price: $10 O cshop.
stealer: Racoon

i

2022-0%-06 Russian-4831503 russianmarket.to installed_date: 2022-09-04 o tippspiel u
updated_date: 2022-0%-04
system: Windows 10 Home
country: DE
price: $10
stealer: Racoon

2022-09-01 2easy-1629051848a6f4a346c00f68435eceafc04873025¢ installed_date: 2021-08-15 @ eshop. u
updated_date: 2021-08-15
country: DE
price: $4.99

«{oOoNDECE & N

X

* I

2022-09-01 2easy- installed_date: 2021-08-13 0 chop B2

A LEIO0TTOA TaDDN AN ANVEATG AN I 00 O 109 T =TT i anbmsd Adatks: IOAT1 OO 1D



Traffers analysis

Open Shodan and search using this dork: http.html:"stealer’

Downloads

SHODAN

Explore Pricing &

e View Report

57 New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

170.246.220.20
- - ) ENX FUND INC

. - .
% =" Panama, Panama

w pp I3

Germany 1
Panama 9
United States 8 misha
Netherlands 6 80.66.77.138
Huize Telecom China
Russian Federation 6 EE Russian
Federation, Moscow
More... ()
TOP PORTS
80 30

8

http.html:"stealer"

& Download Results

Ll Historical Trend

ERP ELCONIX Plataform V | Login [

HTTP/1.1 200 OK

Date: Thu, 01 Dec 2022 05:59:14 GMT

Server: Apache

X-Powered-By: PHP/5.3.21 ZendServer/5.0

Set-Cookie: PHPSESSID=7har725qiqqlf2hbdbhgjbd9gderje8o;
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: private, no-cache, no-store, max-age=0
Pragma: no-cache

X-Content. ..

HTTP/1.1 200 OK

Date: Thu, 01 Dec 2022 02:31:15 GMT

Server: Apache/2.4.38 (Debian)

Set-Cookie: PHPSESSID=fg906svnénfn7ujg5sajvSbn04; path=/
Expires: Thu, 19 Nov 1981 88:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Access-Control-Allow-0Origin: *

Varv: Accep.

M view on Map

XKykoBkaj

0.66.77.138

@ General Information

Country Russian Federation
City Moscow
Organization Huize Telecom China

ISP Kakharov Orinbassar Maratuly

ASN AS211849

DeHUHO &

A Louics
enStreetMap contributors

5%, Open Ports
[=]

/7 22/7TCP -352479882 | 2021-04-07T10:26:22.932067

OpenSSH 7.9p1 bebian 10+deb10u2

SSH-2.0-0penSSH_7.9pl Debian-10+debl@u2

Key type: ssh-rsa

Key: AAAAB3NzaClyc2EAAAADAQABAAABAQC2QCEGwWRbLtOWuBWYgNHCO7wewdzEfMEyOvEk6XDh82hcP

uVX5+v6sulUISmenoxEPx26x0IqsDghtZgstg30nrZNQTNX00xZ1YNoToDeN3s6Z0)6STBeP2G7+

VidFIddQZrény2U6NuSD1uQGIYEKnYUWOUYVPPG]jgimSb34nf+/z5uliglalakz2KvbxPQ6hbWpM
e e ac ae .

MISHA LOGIN

path=/

154

LOGIN
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Thank you
Grazie Danke

#WEINNOVATE
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