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Agenda

• Eine Einführung in Elastic und seine Bedeutung für die Suche 
und Analyse von Daten

• Vorstellung von neuen Funktionen und Verbesserungen in NetEye SIEM 
powered by Elastic

• Erfahrungen und Herausforderungen bei der Implementierung



whoami

• Reinhold TROCKER
• >25 years of experience in IT
• ~ 20 years of experience in IT security

- Master of computer science (Dipl-Ing) in Vienna (AT)
- (ISC)2 CISSP

- ~ 20 years at data center for local banks in South Tyrol (IT)
- ~ 1 year at Wuerth-Phoenix as technical consultant for Neteye SIEM

 reinhold.trocker@wuerth-phoenix.net
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 Herausforderungen der IT-Sicherheit

 Daten + Personen

 Aufgaben

 Speed

 DATA

 SIEM

 Architektur

 Security Workflow im Schnelldurchlauf



Data + people
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workflow

QUICKLY SHOW WORKFLOW
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• Eine Einführung in Elastic und seine Bedeutung für die Suche und Analyse von Daten

• Vorstellung von neuen Funktionen und Verbesserungen in NetEye 
SIEM powered by Elastic

 Neteye alt vs. neu

 Liste einiger Änderungen

 Benutzerfreundlichkeit

 Performance



Changes?

 NetEye 4.27  vs  NetEye 4.31



Some changes

 Kibana index patterns -> Kibana data views

 API keys authorization editable

 *beats -> elastic agent with integrations

 more elastic integrations (~ 270 -> 340)

 APM, http json, hadoop, GCP storage

 beta integrations available (~30)

 enhanced integrations

 TCP listener + TLS

 XDR…



XDR
V 1.3.0 -> V 8.8.0
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XDR
V 1.3.0 -> V 8.8.0



Ease of use



Ease of use
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 Tipps für die Implementierung

 Positive Erfahrungen

 Tipps



Improvements

 Fleet Management got better, can deal with proxies 

and more than 1 URL

 Performance is better – ingestion and kibana UI

 More features (of integrations)

 More features in kibana

 Focus on data streams

 *beats -> elastic agent



Tipps

 For upgrades (neteye 4.30 / Elastic 7.17 -> neteye 4.31 / Elastic 8.8)

 Follow all upgrade documentation at https://neteye.guide

 For integrators / programmers: get knowhow about data streams before 

upgrading

 prepare your environment (update all *beats) before upgrading

 Integrations / Fleet / XDR / FIM: wait for Elastic8 when possible

 Use XDR in ‘Data collection only’ when using other XDR solution in parallel

https://neteye.guide/
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Complete solution



What others 

found out



Thx + questions
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